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Â ������9ú�ówÐO©ª
¦§«¬Z��A��ó­®1]^
T
U��N©ª�ò´
¦§Úl7Ú½Mj3�È$ ��S�°�

Â 	
��9ú�m3º»�7.½N�° ß�¶l�
��S�

12�94,+,-.���/�½4,OÐO�� �¶  USB ö÷
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�
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À .p12a .pfxÁ
���

O.µ¶���°è�����RxZ�ÔÕ�����qÔÕÏ3¢r��c¿
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�³�  Wi-Fi �§��ÐA/�§2 >/@32 >/��2 >/ Wi-Fi2��có�
 �7�
��
~�������73��
úv�C�½��Ñ���<
/$%2�

�R¡ó
�� õ�ö}3  iPhone '  iPod  touch ÅÆ
x�'�¢�Ê¨��
ûü
TU��sØn  8�/����2�Ê¨�°   PKCS1 '  PKCS12 ��34x
�
TU��sØn  36�/�°µ¶'·��2� 
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Exchange 
+���¿8¦§�ò  Exchange ����7�  Exchange ����ÐA/�§2 >
/��a@GHa�I2�23�</7���2� /7���2=>S��<
/ Microsoft Exchange2�

Oó�K¦§��34  Exchange ���}3ù�
/vÞØ´ó]^
�§'
TU�

���� 3�
>�����(W�

3�jk 3�
  Exchange ��
3�jk��<   domain\username  üo
]^½�

¢£ 3�
  Exchange ��
÷ø�

«¬ �òPÄdÃ�§
«¬|���
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iPhone '  iPod  touch ÅÆ  Microsoft 
  Autodiscovery ������}3ó
3�j
k'¢£ÞR¡Ðö  Exchange ���
(W��c�8R¡���
(W�.9
��ó]^�(W�

?Ç¦§  Exchange ��w3����
¢£¤¥9B�ö��c3�
OÐ¢£
�øá  Exchange ActiveSync ¤¥
û¡�Ñ9f,3�³���¡%N
¢£��
�.�9ß  Exchange ���@T�Ëè3��¡øáû¡
¢£ÐE�

ù�ë���9¸¹ß  Exchange ���
ë��cóCDdÉ�
ë�ÑÚ37
Ú /�§2 >/��a@GHa�I2�c¼�I'@GH
ë�ëxÉÊù� 
Exchange ActiveSync 9 ´� èÍ����.½NyMèó
����có³-
.<*��(UD´� �¿��KfD´� ��}3/�§2 >/UD´�
 2Ú³��§�
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"L=>��M  Exchange NO
�����8P8	QRDSTU
JK(<VW�XY� iTunes Z[M\]�^NO_`aDQR�Lbc�d- 
MobileMe ef�ghijNO���

�³�.�[r
� 
ëè����ÐA/�§2 >/��a@GHa�I2�
ëx�§�/ 3 r2�

�có�}3«¬Z�Þ�½���Ñ@;}3����{ùÌ½N�c¼��
��TU�
���3�7Ú�K�°½N���8ýPÄÕÊÚù  MIME Þß'
Z���j
���
Â

 
application/x-pkcs12, .p12, .pfx

Â

 

application/x-x509-ca-cert, .cer, .crt, .der

µ¶t  x.509 ��'Ï3¢rÃ?�34d���PÄ3�� iPhone '  iPod  touch
ÅÆ}^X�ÔÕ�òµ¶
  P12 Z���°µ¶��9f,3�]^8ýW½G
H��
÷ø�

·���J¾½
�À self-signed anchorsÁ�3ÞGH  X.509 ��e���d{
·��B  Safaria/��2a VPN #$%m3º»1/H
1Ê  x.509 ��e��
}3�

ó�å7�·���½NO	t  Apple 7�è���Ü����¿�°
��·
��
úv��sØ  AppleÅÆZ���WÐ  http://support.apple.com/kb/HT2185?
viewlocale=zh_CN�

http://support.apple.com/kb/HT2185?viewlocale=zh_CN
http://support.apple.com/kb/HT2185?viewlocale=zh_CN
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��BùÌè��w3�/�°«¬Z�2=>9�Ä�«¬C���
Þß�µ
¶���s�À·��Á���°�����</�°2�

����í�O�°
����ÐA/�§2 >/@32 >/«¬Z�2��có
í�
������ò�����1åñ
���.�8��è�{���

»2ó¿8¦§�ò  Exchange ���¼ó7Ú7��ò  POP '  IMAP ���̀ ��
dò��73Þ��  Lotus Notes �  Novell Groupwise �����S
���ÐA
/�§2 >/��2 >/��a@GHa�I2�23�</$%2�Ê¨7�  IMAP
��
³�TU��sØ$ iPhone %
�&'�$ iPod  touch %
�&'�

 
Apple ¹rÜ�{îï~º7 �V  Web Â������d{~ºd3��,Ü
���§A}3  iPhone '  iPod  touch 
Ç8�
Â

 
iPhone C}~º��WÐ  www.asia.apple.com/iphone

Â

 
iPod touch C}~º��WÐ  www.apple.com/cn/ipodtouch/guidedtour

Â

 
iPhone ÅÆ����WÐ  www.asia.apple.com/support/iphone

Â

 
iPod  touch ÅÆ��� www.apple.com/cn/support/ipodtouch

+ò���Ê��  PDF üo
}3�����Ü��
��'}3ãäTU�
Â $ iPhone %
�&'5  http://manuals.info.apple.com/en/iPhone_User_Guide.pdf
Â $ iPod touch %
�&'5  http://manuals.info.apple.com/en/

iPod_touch_User_Guide.pdf
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4 ��  iTunes

  iTunes 

��³´���¯  iTunes '�5Âm3º»�A¡uó7ÚC¡
�§'¸¹�

  iTunes 
iTunes }3�V
  Macintosh '  Windows �°��#´��
  iTunes 7  
www.apple.com/cn/itunes ùÌ�Ê¨  iTunes ����
³�TU��sØn  5�
/

 
 iTunes2�

  Windows   iTunes
O   Windows �¶S�°  iTunes ��@'��°#´��
  QuickTimea Bonjour
'  Apple Software UpdateÀ Apple é�³´Á�ó7Ú@;d  iTunes �°�L�s
��N¿yM���°è3��¶�
Ã�Þp¥d{Ã��

  iTunesSetup.exe   Windows 
�c�}3'û
  iTunes �°;º�¼�p¥�{Ã��ó7Ú}3�øHd 
iTunesSetup.exe L��|�

 
NO_AMDS=1 ��°  Apple Mobile Device Services��Ã��  iTunes 
ë'Ñ

ÍíK��1åñ
Ã�� 
NO_ASUW=1 ��°  Apple Software UpdateÀ Windows �Á��m3º»9f

�3��°´��
  Apple é�� 

NO_BONJOUR=1 ��°  Bonjour� Bonjour f|Ü�¦§��½ÄÇ8�vñ¦§
¹7½ÄcXsapq
  iTunes ���#$%��� 

NO_QUICKTIME=1 ��°  QuickTime��Ã��}3  iTunes åñ
Ã�����p
¥  QuickTime�²&óR¡Ü�ö�¶O	�°Ü#´
���
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  Windows 
�.  iTunes yMèÜ�ö�¶���  iTunesSetup.exe �fDãò  .msi Z��

6x  iTunesSetup.exe �yz  .msi ��5 
1 ¦H  iTunesSetup.exe� 

2 c¼/ %temp%2ACèjkÐ/ IXP nnn .TMP2
Z�b�$��/ %temp%2�
ó
��YHÀ����{|2�� :\documents and Settings\ user \Local Settings\
temp\Á�6/ nnn2��òo!�

s�[� 

3 .  .msi Z���Z�b��è$%!§� 

4 ��t  iTunesSetup.exe c¼
�°��

23}3/Ã¤¥W�­®�2À!4  Microsoft ÑÍD¹ô�Á.  .msi Z�7�
è/�¶¦§2¤¥��R¡.¦§7�è/�¶¦§2¤¥��&/3�¦
§2¤¥�

 iTunes kl  QuickTime�m  Apple Mobile Device Services (AMDS) nM 
iTunes =od-  iPod  touch p  iPhone �qk	�

  Macintosh   iTunes 
Mac �¶O°Ê  iTunes�#´��
  iTunesÀÔÕ  QuickTimeÁ7   www.apple.com/
cn/itunes U���.  iTunes yMè  Mac Ü�ö�ó7Ú}3  Workgroup Manager
À Mac  OS  X Server ��
��ÑÍ��Á�

  iTunes 
ó7Ú¸¹3�}3  iTunes 
�{Ç8��Ç8Ê�ß&%D¹Þ��7¸¹Úù
Ç8�

Â Ó�´��  iTunes '��é�³´ÀJKÓ�'3�½â
Ó�Á�
Â Â��h ¡
�4,  iTunes MiniStore
Â �����JK
ë

Â DVÏ®¢/

Â }37î Ëc¢�

Â ]^¡¡

  URL
Â JK½Ä  Apple TV ��
Â d  Apple *�´��
Â £¤  podcast
Â h   Internet ñh
Â ��  iTunes Store
Â ßÅ¥��¶pqìí
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Â h O�)Ð�¦��
  iTunes ¡

Â h ©§

Â h �î¨Y

Â ©ª«

  Mac  OS  X   iTunes 
   Mac  OS  X ��@;}3  plist Z��
0ÞD¹���   Mac  OS  X ��ÚS1,

0
S7Ú@;}3  Workgroup ManagerÀ Mac  OS  X Server ��
��ÑÍ�
�Á­®  ~/��� /Preferences/com.apple.iTunes.plist Z�ÞÐ+ò3�C¡�

Ê¨³´��sØ  Apple ÅÆZ���WÐ� http://docs.info.apple.com/
article.html?artnum=303099-zh�

  Windows   iTunes 
   Windows ��@;�¡Úù�ò*�v0�
*�vSÞD¹���

   Windows XP '  32 !  Windows Vista ��
Â

 
 HKEY_LOCAL_MACHINE\Software\Apple Computer, Inc.\iTunes\[SID]\Parental 
Controls\ 

Â

 

 HKEY_CURRENT_USER\Software\Apple Computer, Inc.\iTunes\Parental Controls 

   64 !  Windows Vista ��

Â

 

 HKEY_LOCAL_MACHINE\Software\Wow6432Node\Apple Computer, Inc.\iTunes\
[SID]\Parental Controls\ 

Â

 

 HKEY_CURRENT_USER\Software\Wow6432Node\Apple Computer, Inc.\iTunes\
Parental Controls 

Ê¨³´��sØ  Apple ÅÆZ���WÐ  http://docs.info.apple.com/article.html?
artnum=303026-zh�

http://docs.info.apple.com/article.html?artnum=303099-zh
http://docs.info.apple.com/article.html?artnum=303026-zh
http://docs.info.apple.com/article.html?artnum=303026-zh
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  iTunes   iPhone 
�c   iTunes �¨nÜJK
'3�½â
é�³´Ó��Ñó.ñ�.é�³
´�½j3�Þ�K�°�

�³´  iTunes��sØ�Z�Ð�1¬Ý
�°'�¯ëâ�.  iTunes �½j3�
ð�<Æl

;ºGH�

�³´  iPhone é���<ÆÚùëâ0r� 
1  �ôPÊ¨n  iTunes é�³´
�¶S�}3  iTunes ÞùÌ  iPhone é�³´�
�/H�0r��   iTunes �C��òO��
���9ô</­�2�¾�2
3ô</Ó�³´2<H� 

2 ùÌ3���� Úù!§Cè
³´º»Z�  (.ipsw)�

Â �  Mac  OS  X �5 ~/��� /iTunes/iPod Software Updates/
Â �  Windows �5{|2�� :\Documents and Settings\ user \Application Data\

Apple Computer\iTunes\iPod Software Updates\
 

3 .  .ipsw Z��½j3���N.$  %N7Ú��
��®K�S� 

4 �¯°3�� m3é�³´ÚÐ�-�¶%N
����K³´;º�� iTunes
�9 �°ÐJK�¶����©ª´
�¶��   iTunes 12�±0B² 
(Windows) �<³  Control 0ô<  (Mac) ���23��Ä
¨<AB�CD/�
¶2� 

5 3�@;-.����è  iTunes�239C�%N
��
/­�2�¾Þ�°³
´�ù�ë�%N�<³  Option (z )0  (Mac) �  Shift 0  (Windows) Aô</Ó�³
´2<H� 

6 9�Ä�òZ�C�W°´�3�m�C�  .ipsw Z��23ô</c¼2Þ¼8
³´;º�
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5 ��  iPhone 	
��

  iPhone   iPod  touch 

�có���°ó¼½
  iPhone OS m3º»��.m3º»�½j3��%N9
}3  iTunes Þ�°�m3º»�

 w  App Store �
m3º»7Ú   iPhone '  iPod  touch ¦H�vñf���ë
â��c¼½��JÀ�½
m3º»�Ñåæ}3  Apple µ½
��W$GH�
£¾j�ó�åæd3�f|�¦¿§«¬Z�À distribution provisioning profileÁ
Ú��%N
��}3�m3º»�

�¯óJÀ
m3º»
;ºÐ�

Â d  Apple *��5Â¼½�

Â }3ó
��¾½m3º»�

Â ©ª�5Â�¦¿§«¬Z��½7Ú ���}3óO¾j
m3º»�

Â .m3º»'�5Â�¦¿§«¬Z��¯è3�
�¶��

Â C}3�}3  iTunes �°m3º»'«¬Z��

Ê¨+òëâ
³�TU��sØùú���

�Ð  iPhone '  iPod  touch ¼½A�¯¡¹
m3º»�óñ�   www.apple.com/
cn/developer *�  iPhone Enterprise Developer ProgramÀ iPhone �5Â¼½N*
�Á�

��>?*�;º�ó.Îè��}m3º»8 ��S¦H
³´�
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�½j3�
m3º»åæ}3ó
�¦��Þ¾j�Ê¨��U�A}3��

³´��sØ  iPhone Developer CenterÀ iPhone ¼½N�¶Á��WÐ� 
http://developer.apple.com/cn/iphone�

�¦¿§«¬Z���ó
3�7Ú %N
  iPhone �  iPod  touch S}3ó©ª

m3º»�ó@;C¡t«¬Z� �
  AppID�Ð£¡
m3º»��òm3
º»©ª�5Â�¦¿§«¬Z���c3�Êm3º»·PÊ«¬Z� �}
3½�3�8�8}3�m3º»� 

Enterprise Program PortalÀ�5*�¸���WÐ� http://developer.apple.com/cn/
iphoneÁj�5#$
  Team AgentÀ¹ºuÍÁ7Ú©ª�¦¿§«¬Z��Ê
¨³´��sØ��{�

��©ª��5Â�¦¿§«¬Z���ùÌ  .mobileprovision Z��23.½'
m3º»�â��(�½�W�

  iTunes 
3�O�°
  iTunes JK�°!4ÚùZ�b�
¿§«¬Z�� 

Mac  OS  X
Â

 
~/��� /MobileDevice/Provisioning Profiles/

Â

 
/��� /MobileDevice/Provisioning Profiles/

Â t  ~/���  /Preferences/com.apple.itunes Z��
  ProvisioningProfilesPath 0C
¡
Ú� 

Windows XP
Â {|2�� :\Documents and Settings\ username \Application Data\Apple Computer\

MobileDevice\Provisioning Profiles

Â {|2�� :\Documents and Settings\All Users\Application Data\Apple Computer\
MobileDevice\Provisioning Profiles

Â

 

HKCU �  HKLM �t  SOFTWARE\Apple Computer, Inc\iTunes �
  
ProvisioningProfilesPath *�v0C¡
Ú�
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Windows Vista
Â {|2�� :\Users\ username \AppData\Roaming\Apple Computer\MobileDevice\

Provisioning Profiles

Â {|2�� :\ProgramData\Apple Computer\MobileDevice\Provisioning Profiles
Â

 
HKCU �  HKLM �t  SOFTWARE\Apple Computer, Inc\iTunes �
  
ProvisioningProfilesPath *�v0C¡
Ú� 

iTunes 9. ÚS!§�Cè
¿§«¬Z�JK�°èß$GH
ë
����
�	�°�87Ú ��S
/�§2 >/@32 >/«¬Z�2���¿§«¬
Z��

óð7Ú.  .mobileprovision Z��½j3�AÈ%N.�Z�»íè  iTunes m3
º»/�S� iTunes 9.Z���èÚS¡u
XR!§��

  iPhone Configuration Utility  Mac  OS  X 

ó7Ú}3  iPhone Configuration UtilityÀ Mac  OS  X �Á.¿§«¬Z��°èO�
�
�����<ÆÚùëâ0r� 

1    iPhone Configuration Utility �CD/Z�2 >/c¼2�23C����°
¿
§«¬Z��

�«¬Z�9B7�è  iPhone Configuration Utility ��A7Ú@;C�/���2
�
/¿§«¬Z�2ÞÄÞ��� 

2 �/O��
��2úv�C��ò��� 

3 C�/¿§2�¾� 

4 �úv�C��¿§«¬Z��23ô<½
/�°2<H�

  iTunes 
3�7Ú}3  iTunes  %N
��S�°m3º»��.m3º»��(�½j
3��23È%N<ÆÚùëâGH0r� 

1    iTunes �CD/Z�2 >/7�è���2�23C�óf|
m3º»  (.app)� 

2 .����è�¶�23   iTunes 
/��2úv�C�½� 

3 ô</m3º»2�¾�23 úv�C�m3º»� 

4 ô</m32Þ�°m3º»�'!41C¡
Z�b�
1Ê�¦¿§«¬Z
�À n  43�/}3   iTunes �°¿§«¬Z�2�Oã¬Á�
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  iPhone Configuration Utility  Mac  OS  X 

ó7Ú}3  iPhone Configuration UtilityÀ Mac  OS  X �Á.m3º»�°èO��

�����<ÆÚùëâ0r� 

1    iPhone Configuration Utility �CD/Z�2 >/c¼2�23C����°
m
3º»�

�m3º»9B7�è  iPhone Configuration Utility ��A7Ú@;C�/���2
�
/m3º»2ÞÄÞ��� 

2 �/O��
��2úv�C��ò��� 

3 C�/m3º»2�¾� 

4 �úv�C��m3º»�23ô<½
/�°2<H�

O3�¦H�B  Apple ¾j
m3º»����9�C �}3�m3º»
�
¦¿§«¬Z���cC�è«¬Z��.�9c¼�m3º»�

Ê¨©ªm3º»'¿§«¬Z�
³�TU��sØ�

Â

 
iPhone Developer CenterÀ iPhone ¼½N�¶Á��WÐ� 
http://developer.apple.com/cn/iphone
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 A  

A

 
Cisco VPN �����

  Cisco VPN   iPhone   
iPod  touch 

 
iPhone ÅÆÚùx�p?�

Â ¿pq¢r  IPSec x�ß@;  xauth GH
3�x��

Â Ü�ö'������34  IPSec x�ß@;  xauth GH
3�x�À3�x�
Ð7CÁ�

Â ¼áx�½ÐÜGH  IPSec x�����f|���Ü�öf|¿pq¢r�3
�x���@;  xauth GH�

Â 3�x��@;  xauth f|
�ÔaÚùx�p?�

Â 3�jk'¢£

Â

 
RSA SecurID

Â

 

CryptoCard

 
Cisco Unity nh 4�Ãp

x�#$%s��}3x�ÃÄ.3�Ãá �
â�ómOÐ  iPhone '  iPod  touch 3�©ªx�ÃÄ�W4¿pq¢rx�'¼
áx��ÃÄjkåæ ��S¦§�A6}3ÃÄ
pq¢rÀ¿pq¢rÁ
rÐÃÄ¢£�

}3��x���.�9}3f�pq¢r�3�
ÃÄ· ���
[`R¡� 
Cisco ����§734.���
[`Wmè3�ÃÄ�
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�§'�°�����R¡ÚùÉÊ�

Â ���µ¶�� ���3jk  (SubjectAltName) [`�åæÔÕ���
  DNS
jk'À�Á IP (W���}3�TUÞØ������4����ó7Ú}
3@¦øÀ`�  vpn.*.mycompany.com�Úfêxm|ÁÞC¡  SubjectAltName�
Ú}+`_¾¦��c�C¡  SubjectAltName� DNS jk7Ú  Ipjk[
`��

Â ¾¯���
��
  CA ��mO�° ��S��c�����·�����
°Tfe
¿q��Úl��BTf�

Â �c}3Ü�ö����R¡¾¯Ü�ö��
BTf
  CA ��O�°   VPN
���S�

Â ��'��s�åæ�ÊË
À`���;ÀÁ�

Â @;���½M��e��BÅÆ
�åæ¨5�

Â }3 4��
x����R¡���OB�§Ð 4Ü�ö���
[`Þ
PÄ3�
ÃÄ��sØn  46�/x�ÃÄ2�  

IPSec 
}3Úù  IPSec �§�
Â ~ 5��Áo

Â

 
IKE ��~ 5/ÂÃÁo2x34¿pq¢rx�'¼áx��/�Áo2x3
4��x��

Â �?��5 3DESa AES-128a AES-256
Â ����5 HMAC-MD5a HMAC-SHA1
Â

 
Diffie Hellman ��5¿pq¢rx�'¼áx�ñ�  Group 2�W4��x��
�.  Group 2 ¦á  3DES '  AES-128 }3�.  Group 2 �  Group 5 ¦á  AES-256 
}3�

Â

 
PFS]�l���? 5̀W4  IKE phase 2��c}3  PFS�Ñ  Diffie Hellman ÃÄ
åæß34  IKE phase 1 
l
�

Â ~ ��5åæÃ3�

Â W[����5ªh}3�

Â f�  NAT ��5BÅÆ�ñ��7ÚÃ3�À TCP S
  IPSec �BÅÆÁ�
Â ����5BÅÆ�ñ��7ÚÃ3�

Â

 
Phase 1 �?��95OÐ�BÅÆ�ªh.���S
¢r³´�(�¡Ð�
=�Ä±�
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iPhone '  iPod  touch ÅÆÚùÇ8�
Â 	
����5Ü�öé���9B½Mè����}���8ý· ��
é
����ð�ÅÆ���

Â j�fg5�c ���S¦§Ü���P����P94, ��S�3�å
æ�ð½��ÑÇ¼���

Â c���5�ÅÆ�����

Â c�  DNS5�ÅÆ��  DNS�
Â �� 5�ÅÆëx¥�
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B  

B ������� 

  mobileconfig 

�Z�}�óÈÉ  Apple XML DTD '��
�|úvüo� Apple plist üo
��
«¬7�  www.apple.com/DTDs/PropertyList-1.0.dtd U��

�Z�}3è�ÊZ[��  (payload) '����  (profile)�«¬Z��   iPhone
�  iPod  touch S¦§�{À�ò��òÁ�§
�ò>�Z��ÊË_Ì�«¬
Z�
BòÃ��

 ·ÈÉS�¦§Z���òËÌ��ÊÚù0 /SW�

 
PayloadVersion �[ÀåæÁ��ò¦§«¬Z�
������QC¡Ü

�ò«¬Z�À���BòÊË_ÌÁ
üo� 

PayloadUUID [øÍÀåæÁ�d@'�	á?3hü
�òQ�
�P
[øÍ��[øÍ
R�����l¨
R¼��½åæ�
�ÅQ�
� 

PayloadType [øÍÀåæÁ�YÐ�¿Ê/ Configuration2��0
Ê
ËS� 

PayloadOrganization [øÍÀ7CÁ��S³´«¬Z�
¾½s��4,j3
��� 

PayloadIdentifier [øÍÀåæÁ�<ÆÎ`��S�3Ïô�ê
[øÍÀ`
�/ com.myCorp.iPhone.mailSettings2�
/ edu.myCollege.students.vpn2Á�3ÞQ�(³´«¬Z��
d8�3ÞÐÄ«¬Z�
[øÍR�c�°
«¬Z�ß
÷�ò«¬Z�
�Pølø�Ñ«¬Z�9~�½À��
�B7�Á�
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PayloadContent �Ã��òËÌ�Ã�+òËÌ³´«¬Z�
BòÊË_Ì�+
òÇ8|
«¬Z� dò�ÃeÊ�[�ò��ò,Y�v!ÊË_Ì
Þß
�����Ã�
+òËÌ_Ê�{p
�|�$%�|W4+äÊË_ÌÞßÞ
³_�Ï36Q�
� 

PayloadDisplayName [øÍÀåæÁ��S�¡4,j3��
×$
[øÍ�
½3Þ³´«¬Z���/ VPN �§2�½�å�Q�
� 

PayloadDescription [øÍÀ7CÁ��S�¡ �ò«¬Z�
/ãäTU2
=>Sd3�4,�{Jtüo
«¬|Z���[øÍm
O8ÑÒ(PÄ«¬Z��Úl3�7Ú�¡���°½� 

PayloadContent �ÃÀ7CÁ��S�«¬Z�
�Ó����c½Bp¥�
�ò«¬Z�8PÊf�Ç8|
�u�

 
PayloadVersion �[ÀåæÁ�BòÊË_Ì
���+ò«¬Z�7ÚtÔ

Õ�
��Q
ÊË_ÌÃ?�̀ �� VPN ��Q7Ú .Þb
��òô��/ Mail2��QÑ�b�� 

PayloadUUID [øÍÀåæÁ�d@'�	á?3hü
�òQ�
�P[
øÍ��[øÍ
R�����l¨
R¼��½åæ��Å
Q�
� 

PayloadType [øÍÀåæÁ��0 / SW�¡«¬Z��BòÊË_Ì

Þß� 

PayloadOrganization [øÍÀ7CÁ��S³´«¬Z�
¾½s��½94,j
3���½7Úß·ÈÉ
  PayloadOrganization l
�¼d��
åæ
� 

PayloadIdentifier [øÍÀåæÁ�<ÆÎ`��S�3Ïô�ê
[øÍ�3
Þ«¬ÊË_Ì�½@'�·  PayloadIdentifier 3�Ô��ò�
�Pø�«¬£¡
ÊË_Ì� 

PayloadDisplayName [øÍÀåæÁ��S�4,j3��
×$
[øÍ�½3
Þ³´«¬Z���/ VPN �§2�½�å�Q�
� 

PayloadDescription [øÍÀ7CÁ��S�¡ �£¡ÊË_Ì
/ãäTU2
=>Sd3�4,�{Jtüo
«¬|Z��
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¢£¤¥ÊË_Ì�t  com.apple.mobiledevice.passwordpolicyÊË_ÌÞß 
À PayloadTypeÁSC¡
��ÊË_ÌÞß
� f,  iPhone d3�4,[&�
[¢£]^s¹��s¹��]^f�%þ
g%¢£�

²Üß1ÊÊË_Ìl

�§w
��ÊË_Ì¡uÜÚù���

 
allowSimple áÕSÀ7CÁ�ëxÐ/ YES2��¡����}3ÛB¢

£�ÛB¢£�¡uÐÔÕûg
[ø��b /�Ö[øÀ`
�  123 �  CBAÁ�.�S�¡Ð/ NO2ß.  minComplexChars
�¡Ð/ 12�l

� 

forcePIN áÕSÀ7CÁ�ëxÐ/ NO2��¡��"¹3��¡ 
PIN�Û��¡�SÀ���$%SÁ9"¹3�]^¢£�
¼�9¸¹¢£
%þ�¥:� 

maxFailedAttempts �[À7CÁ�ëxÐ/ 112���
���  [2...11]�C¡�
�   iPhone ·¡=>SST]^¢£�\
É����æ;
�É����9B·¡�A6åæ��è$C¡
  iTunes ­
8Ý·� 

maxInactivity �[À7CÁ�ëxÐ/ Infinity2�C¡��·¡��wÐ�
��7Úå§ÀPÊB3�Ý·Á
r����Íè�¸¹�
��9B·¡A6åæ]^¢£� 

maxPINAgeInDays �[À7CÁ�ëxÐ / Infinity2�C¡¢£7Ú�Æ��

r��;W�{rw3�3�9B"¹³�¢£­8.�
�Ý·� 

minComplexChars �[À7CÁ�ëxÐ/ 02�C¡¢£åæÔÕ#[�[ò
g%[ø�/g%2[ø��[�[&w

[ø�`� 
&%$#� 

minLength �[À7CÁ�ëxÐ/ 02�C¡¢£
#=�
%þ��
s�J¸4
�Ð7C3
  minComplexChars s�� 

requireAlphanumeric áÕSÀ7CÁ�ëxÐ/ NO2�C¡3���åæ]^[
&[ø  ( / abcd2 )���]^�[8×ýÜ�
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����ÊË_Ì�t  com.apple.mail.managed ÊË_ÌÞßÀ PayloadTypeÁSC
¡
��ÊË_Ì9 ��S©ª�ò�������²Üß1ÊÊË_Ìl


�§w
��ÊË_Ì¡uÜÚù���

 
EmailAccountDescription [øÍÀ7CÁ�3�7Ø
������«¬�4, /�

�2'/�§2m3º»�� 

EmailAccountName [øÍÀ7CÁ���
>�3�jk� O½�
���
�TU�'$%(p9�Ädò3�jk� 

EmailAccountType [øÍÀåæÁ���
S�  EmailTypePOP ' EmailTypeIMAP�
¡u34���
nh� 

EmailAddress [øÍÀåæÁ�C¡��
>�����(W��cÊË
_Ì��� ��°«¬Z�;º����9f,]^�[
øÍ� 

IncomingMailServerAuthentication [øÍÀåæÁ�C¡Îè
��
x�p����
S� 
EmailAuthPassword '  EmailAuthNone� 

IncomingMailServerHostName [øÍÀåæÁ�C¡Î�����sjkÀ�  IP (WÁ� 
IncomingMailServerPortNumber �[À7CÁ�C¡Î����ö÷Q��c�C¡ö÷Q�

Ñ9}3j¡nh
ëxö÷� 

IncomingMailServerUseSSL áÕSÀ7CÁ�ëxÐ/ YES2�C¡Î������}3 
SSL GHx�� 

IncomingMailServerUsername [øÍÀåæÁ�C¡������
3�jkÀ@'ß�
���(W�  @ øQÚÐ
��l
Á��cÊË_Ì��
� �A6��B�§Ð��WÎè
����GHx��
�°«¬Z�;º����.f,]^�[øÍ� 

OutgoingMailServerAuthentication [øÍÀåæÁ�C¡½�
��
x�p����
S� 
EmailAuthPassword '  EmailAuthNone� 

OutgoingMailServerHostName [øÍÀåæÁ�C¡½�����sjkÀ�  IP (WÁ� 
OutgoingMailServerPortNumber �[À7CÁ�C¡½����ö÷Q��c�C¡ö÷Q�

Ñ<ÆÙ»}3ö÷  25a 587 '  465� 

OutgoingMailServerUseSSL áÕSÀ7CÁ�ëxÐ/ YES2�C¡½������}3 
SSL GHx�� 

OutgoingMailServerUsername [øÍÀåæÁ�C¡������
3�jkÀ@'ß�
���(W�  @ øQÚÐ
��l
Á��cÊË_Ì��
� �A6��B�§Ð��W½�
����GHx��
�°«¬Z�;º����9f,]^�[øÍ�
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APN  
APNÀ��ôjkÁÊË_Ì�t  com.apple.apn.managedÊË_ÌÞß 
À PayloadTypeÁSC¡
�²Üß1ÊÊË_Ìl

�§w
��ÊË_Ì¡u
ÜÚù��� 

Exchange  
Exchange ÊË_Ì�t  com.apple.eas.account ÊË_ÌÞßÀ PayloadTypeÁSC
¡
��ÊË_Ì9 ��S©ª�ò  Microsoft Exchange ���²Üß1ÊÊË
_Ìl

�§w
��ÊË_Ì¡uÜÚù���

 
DefaultsData ËÌÀåæÁ��ËÌÕÊÝÃ0 /SW� 

DefaultsDomainName [øÍÀåæÁ�Q���
S�  com.apple.managedCarrier� 

apns �ÃÀåæÁ���ÃÕÊf�ò�
ËÌ�+òËÌ«¬
�ò  APN ¦§�½NÔÕÚù0 /SW� 

apn [øÍÀåæÁ��[øÍC¡��ôjk� 

username [øÍÀåæÁ��[øÍC¡�  APN 
3�jk��c
Ú[�[øÍ��°«¬Z�;º����9f,]^�[
øÍ� 

password � À7CÁ��� uv�  APN 
3�¢£�ÐÜÍèÛ
ÜY
�½OB­£��cÊË_Ì�Ú[�[øÍ��°
«¬Z�;º����9f,]^�[øÍ�

 
EmailAddress [øÍÀåæÁ��cÊË_Ì��� ��°«¬Z�;

º����9f,]^�[øÍ�C¡��
>�����
(W� 

Host [øÍÀåæÁ�C¡  Exchange ����sjkÀ�  IP (
WÁ� 

SSL áÕSÀ7CÁ�ëxÐ/ YES2�C¡  Exchange ����
�}3  SSL GHx�� 

UserName [øÍÀåæÁ��[øÍC¡�  Exchange ��
3�j
k��cÚ[�[øÍ��°«¬Z�;º����9f,
]^�[øÍ�
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VPN  
VPN ÊË_Ì�t  com.apple.vpn.managed ÊË_ÌÞßÀ PayloadTypeÁSC¡

�²Üß1ÊÊË_ÌÞßl

�§w
� VPN ÊË_Ì�¡uÜÚù0�

 ÝÈa0/ PPP2'/ IPSec2ù�ÊÝò78� 
ËÌ�ù�«¬dÝòË
Ì�
0�Ú#}3Üd{0
  VPNType S� 

PPP 
ÚùÞß34  PPP Þß
  VPN ÊË_Ì�

 
UserDefinedName [øÍ� VPN ��
«¬�94, ��S� 

OverridePrimary áÕS�C¡��@;  VPN �÷½M1Ê@T��c�SÐ
à�1Ê��@T_9@;  VPN ½M� 

VPNType [øÍ��¡ÊË_Ì�734�Þß
  VPN ��
�§�
½7ÚÊoò78
S�/ L2TP2a/ PPTP2�/ IPSec2��
Äuv  L2TPa PPTP '  Cisco IPSec�

 
AuthName [øÍ� VPN ��3�jk�34  L2TP '  PPTP� 

AuthPassword [øÍÀ7CÁ�qO  TokenCard Ð}�­7Ø�34  L2TP
'  PPTP� 

TokenCard áÕS���}3øùµÀ`�  RSA SecurIDÁGH���3
4  L2TP� 

CommRemoteAddress [øÍ� VPN ���
  IP (W��sjk�34  L2TP ' 
PPTP� 

AuthEAPPlugins �Ã�qO}3  RSA SecurID �­� � däÉÊù���
ÃÕÊ�ò,Y�dò,Y8�ÕÊS/ EAP-RSA2
[ø
Í�34  L2TP '  PPTP� 

AuthProtocol �Ã�qO}3  RSA SecurID �­� � däÉÊù���
ÃÕÊ�ò,Y�dò,Y8�ÕÊS/ EAP2
[øÍ�3
4  L2TP '  PPTP� 

CCPMPPE40Enabled áÕS��sØ  CCPEnabled ù�
³´�34  PPTP� 
CCPMPPE128Enabled áÕS��sØ  CCPEnabled ù�
³´�34  PPTP� 
CCPEnabled áÕS�Ã3�¢����c�0'  CCPMPPE40Enabled Ð

à�ÑuvJK�¢ÂÄR�c�0'  CCPMPPE128Enabled
Ðà�Ñuv#ê�¢ÂÄ��c�}3�¢�ÑPÊ�ò 
CCP 0Ðà�34  PPTP�
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IPSec 
ÚùÞß34  IPSec Þß
  VPN ÊË_Ì� 

Wi-Fi  
Wi-Fi ÊË_Ì�t  com.apple.wifi.managed ÊË_ÌÞßÀ PayloadTypeÁSC¡

��S«¬��  0 
  PayloadVersion S�²Üß1ÊÊË_ÌÞßl

�§w

�ÊË_Ì�¡uÜÚù0�

 
RemoteAddress [øÍ� VPN ���
  IP (W��sjk�34  Cisco IPSec� 

AuthenticationMethod [øÍ���/ SharedSecret28�/ Certificate2�34  L2TP
'  Cisco IPSec� 

XAuthName [øÍ� VPN ��
3�jk�34  Cisco IPSec� 

XAuthEnabled ����c  XAUTH Ð  ON ÑÐ  1 R�c  XAUTH Ð  OFF ÑÐ 
0�34  Cisco IPSec� 

LocalIdentifier [øÍ�qO  AuthenticationMethod y4  SharedSecret �­
9� ��}3
ÃÄ
jk��c}3/¼áx�2�Ñ
[øÍåæÚ/ [hybrid]2àá�34  Cisco IPSec� 

LocalIdentifierType [øÍ�qO  AuthenticationMethod y4  SharedSecret �­
9� ��S�/ KeyID2�34  L2TP '  Cisco IPSec� 

SharedSecret � ��  VPN ��
pq¢r�qO  AuthenticationMethod
y4  SharedSecret �­9� �34  L2TP '  Cisco IPSec� 

PayloadCertificateUUID [øÍ���
  UUID�34�����qO  
AuthenticationMethod y4  Certificate �­9� �34  
Cisco IPSec� 

PromptForVPNPIN áÕS������f,]  ̂ PIN�34  Cisco IPSec�

 
SSID_STR [øÍ��}3
  Wi-Fi ��
  SSID��0jk   

<Apple80211/Apple80211API.h> �â´Ð  
APPLE80211KEY_SSID_STR� 

HIDDEN_NETWORK áÕS�²  SSID 
����}3ñhÞß'�¢ÞßyTU
ÞÐÄ���ëxÉÊù�}¡¦§
1Ê��_�¼ 

�ñh
��C¡�����óñ�j0
/ HIDDEN_NETWORK2�/ APPLE80211KEY_HIDDEN_NETWORK2
ã�òáÕS�
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W4  802.1X �5Â���åæf|  EAPClientConfiguration ËÌ� 

EAPClientConfiguration 
²Ü�V�¢Þßw
��789@;/ EAPClientConfiguration20Ðj¡
��
C¡�ò�5Â«¬Z���0   <EAP8021X/EAPOLControlTypes.h> �â´Ð 
kEAPOLControlEAPClientConfiguration��c� 
°�½
S8�ÕÊÚù0

ËÌ� 

EncryptionType [øÍ�/ EncryptionType2
78S�/ WEP2a/ WPA2�
/ Any2�/ WPA2Wm  WPA '  WPA2�m34dÝä�¢Þ
ß��R¡d{Sß����ô
8Q>�lø��có�
R¡�¢Þß��ä��Nó³äå½m341Ê�¢Þ
ß��}3S/ Any2� 

Password [øÍÀ7CÁ�Ú[¢£�9ÔE��B7�èOÏ��

úv����è�����3�#G9Bf,f|¢£�

 
UserName [øÍÀ7CÁ�²&óÏ�VR
3�jk��Ñ��|

.�9�Ä }^
¦§��GHx���3�7Ú]^�
TU� 

AcceptEAPTypes ��S�Ã�Úù  EAP Þß9B�ð� 
13 = TLS
17 = LEAP
21 = TTLS
25 = PEAP
43 = EAP-FAST

TLSTrustedCertificates � S�ÃÀ7CÁ�d�.BTf
a3ÞGH�x�

��
úv�+ò� Þß_ÔÕ  .cer üo
lm���

�07Èó��¹rV�34j¡��
��úv�A6l
m��3�KU(�¡W�ò����Tf�

�cC¡Ü��|�KUTfÀ��W°Á9BD3�²& 
TLSAllowTrustExceptions ðBC¡ÜS/ TRUE2À�sØù
ZÁ�



}�  B     57 

 

 

EAP-Fast 
   EAPClientConfiguration ËÌ�� EAP-FAST Áï}3Úù�|�

d{0�ÓS�ÊÈÉ
��c  EAPFASTUsePAC Ð/ FALSE2�Ñ�9t�$%Ý
ò�|�Þ�(��c  EAPFASTProvisionPAC Ð/ FALSE2�Ñ�9t� 
EAPFASTProvisionPACAnonymously�

�c  EAPFASTUsePAC Ð/ FALSE2�Ñx�ëâß  PEAP �  TTLS c�l�����
+É_}3��ÞØ�½
µ¶� 

TLSTrustedServerCommonNames [øÍS�ÃÀ7CÁ�d�8ýB�ð
�����'3
jk
úv��c���
��� �úv��½.�9B
Tf�

 BJ}3�ß  TLSTrustedCertificates Ãá}3
ÉÊù��
�|7È3�=¶(���¡�1j¡
��Tf�{�
��A6lmKUTf
���

�cC¡Ü��|�KUTfÀ��W°Á9BD3�²& 
TLSAllowTrustExceptions ðBC¡ÜS/ TRUE2À�sØù
ZÁ� 

TLSAllowTrustExceptions áÕSÀ7CÁ��� /���3���
KUTf�¡�K
UTf����BTf��Ä
��W°��c�SÐ
/ FALSE26���PÊBTf�Ñx��\��sØSZ
 
TLSTrustedCertificates '  TLSTrustedServerCommonNames�

��|
ëxS�/ TRUE2�²&f|Ü  TLSTrustedCertificates
�  TLSTrustedServerCommonNamesÀdäÉÊùëxS�
/ FALSE2Á� 

TTLSInnerAuthentication [øÍÀ7CÁ�d�  TTLS Áï1}3
��x��ëxS
�/ MSCHAPv22�

78
S�/ PAP2a/ CHAP2a/ MSCHAP2'/ MSCHAPv22� 
OuterIdentity [øÍÀ7CÁ��0¿ß  TTLSa PEAP '  EAP-FAST l¨�

d��3���% / æ
µ¶�3�
�Ójk¿9�Ä 
�¢�����`��½7ÚB�¡Ð/ anonymous2a
/ anon2�/ anon@mycompany.net2�

½7Úfê��|�¾Ðç²Nv?Ú´Zèo�èx�3
�
jk�

 
EAPFASTUsePAC áÕSÀ7CÁ� 

EAPFASTProvisionPAC áÕSÀ7CÁ� 

EAPFASTProvisionPACAnonymously áÕSÀ7CÁ�
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�c  EAPFASTUsePAC Ð/ TRUE2�Ñ9}3ÄÊ
  PACÀ�c½� 
°Á�
YÐ� ��SU�  PAC 
Q�p?���  PAC |jÀ PAC provisioningÁ�¾��
óñ�Ã3  EAPFASTProvisionPAC��6�cñ�
°�ð�Ã3  
EAPFASTProvisionPACAnonymously� EAPFASTProvisionPACAnonymously Ê��|é
ô�½�}3��Þx����R½êë3�¢£
pq¢r�

�
  VPN ¦§���.��µ¶¦§ß  Wi-Fi ¦§l¨<�78�è
�¡u��
Úª¸��
�5Â����d��×Ê*+��¨<�òµ¶��@;
/ PayloadCertificateUUID20ÞC¡½
ÊË_Ì  UUID�

uÍ�§� ÝÈ
�òBJËÌ��

 
PayloadCertificateUUID [øÍ�Ð��ÊË_Ì
  UUID�34µ¶���

 
PropNetProxiesHTTPEnable ��� 1 = uÍOÃ3� 

PropNetProxiesHTTPProxy [øÍ�uÍ���(W� 

PropNetProxiesHTTPPort ���uÍö÷Q� 

HTTPProxyUsername [øÍÀ7CÁ�3�jk� 

HTTPProxyPassword [øÍÀ7CÁ�3�
¢£� 

PropNetProxiesProxyAutoConfigEn
able

��� 1 = JKuÍOÃ3� 

PropNetProxiesProxyAutoConfigUR
LString

[øÍ�Cd  PAC Z�
  URL�¦§TU8�� �e�
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