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SENATINRSEATANAF BT, BYRE T XY

ook

« RIEIZ /Apple/iPhone Configuration Web Utility/config/authentication.rb
NN IVA- P=E

» Mac OS X: /usr/local/iPhoneConfigService/

* Windows: \Program Files\Apple\iPhone Configuration Web Utility

B Z iPhone Configuration Utility (Web AR) B Web FRE &IOS

BIANBR T, SSATAENTHRO 3000 EH) HTTP &%, ERSURHS, 154 X
HARERBINA “port => 3000 . AEHE “3000" BRNERFEAR®KA,

« Mac OS X: &I E&{Z /vendor/rails/railties/lib/commands/servers/mongrel.rb

« Windows: ZIE&1Z \vendor\rails\railties\lib\commands\webrick.rb
NN VA= =L

» Mac OS X: /usr/local/iPhoneConfigService/

* Windows: \Program Files\Apple\iPhone Configuration Web Utility

FmOSfE, BEESSAIAGTHENRIE. B2HUA TR,
B EFH B3I iPhone Configuration Utility (Web ki)

£ Windows . SRR THEHBZREFREZNEZN £ MacOSX ., UFETH, ©
BLB3), BRMREED A, SEEBRMHEE, mOSHAFRBMREREER
B, BLAERZRIESKBIASTHENRIT. BRBIATHZRIZE:
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E 7 Windows tEH BsIXHIA
BEIE IEHIERT > CEEBRIAT > BRE,

1% 4% Apple iPhone Configuration Web Utility.

M RBRIET XBEFIRE CEIFRD

E& MacOSX LEHREHEAITER

9T &,

BA “sudo -s" HEAEEAFEIAIL,

?@)& ulaunchctl unload /System/Library/LaunchDaemons/com.apple.iPhone
ConfigService.plist"

A “
im)\ launchctl load /System/Library/LaunchDaemons/com.apple.iPhone

ConfigService.plist

PZ L E A L F

T O FTH BCE 8 S, 15 3% iPhone Configuration Utility (Mac OS X k) 2k
iPhone Configuration Utility (Web k) T A=A HE) “New Profile” (FTEEFHA )
R, REEAEE AR IBAER k4R HEA S,

REAUIZER - NS ELHBAREENEEREE. BIABENIERH
REBLUES B TR, AEAI D FFEFHM D & SFiPERAEE, X
EATRAPELRESHA VPN Sk 18 E TR R S REBEL LR THIED,
SREBAINBRERA S, BEEENAER. S3% “Configure” (BLE) &
H, RAEEARSLERNES (WTHR) ., BEHEMREIEE:L,

WTRLEIRE (WWFFIRE) . BAARKIAINRE ) KRINM ks, 2
MRS, BRREEFAEEEDPORGREE .
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ijaﬁ
7R Fh X BRI AR SR B IR AR IR T,
-

ERRMEEHER (RREReL)
ACME Engineering Profile

RO
Hik R SARIRA (5130 com.company.profile)

com.acme.profile.engineering

Hl#
B HL AR
ACME Inc.

fai
B RN E R B A R R R

Configuration profile for the engineering teams.

FERAMENFEN, THEENBR2BIERE IR F, BLREBERRMF
fa, B2ERERE L. REZERTUEME—H, BERZER AR R X
eV R 2R,

Ao EPRRFFLIME R RIHEA S, BRI com.companyname.identifier,
HA “identifier” AREAAIZIEIR X F, F147: com.mycompany.homeoffice,

MR EEEE, AR —Mad X e, 258 FETIRE LR XK
"BEEFOANT B, R ERERRNT ESE D TENERXIHER, NHE
LY#'?EI’Miufdﬁ/\%ﬁmmﬁlhxaqﬂ IRARIRTT 58 LR e — MER SRR
NHEEXHFFOER 2B RRE LEEFENIRE.

FOA AR I HE B EARIE, BESEZNEAXM AT ELHEN., MRRE
BRAXMER, HREEERN, BRRSSETN RERT

IMREEREHIR XL H, BIZER A AR E EANERIIUE, BL TR
i “Ehlft o BIRIRFE L/xﬁblﬁ SHRFTBHBEIED, HEMRIEEHETTER

EJlxan:El’VfECA AR HFEPRSEE “RRIE” . EERHHE RN
O ERER R

Vs
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ERAXHER, ERk TBRT BER CERT BMore TNAZRT . Bl
Iy "REZR" BOAFR, BERIMAESZABENLEDIED, (FRHERA 1
MRIUEPB, ) AREFENTRERXHHRIE S8 . EHGERMIERT
SEORMENRET, NARRIEENESR ., EROEPEIERRNINRENES, 15

ZHFE 25N “FILRE

—BREANHER, REBESRRETHENRE. BRNITIHIRE BRIE "8
AT ERTE CBESR

2R E

WNRER B F A Exchange ZASEEE . BEAARCKILTIR SR B, B AEE
FRIEINEDST E2FM, G EEZBNSELERIME, S ARE #HIAX
Ha, 2 BERAR ARG AENZIERBNEE, & WBEALE ZHR
XA,

ARER AT (R AR 1R 2R BE AN Exchange % 3R B, BAMA RIS S, HEXKk
RTEEIEE, BX Exchange REEHEE., 152 [#% 6 T “Microsoft Exchange
ActiveSync” .

VAT SR BE ] A

 ERIGHEZR: ERARBARB GRS, BN, EAFEZIEEHAL
A LATSIR) & M PT A Th BE AN AR,

- RIEEEE: AFBRAFEREPEREENT. Hl, XA FBEEREILTRN
“3333" 3, “A4A47,

s ERFEMPFE: B REBHFIMBTEN.

- RENEBLEKE: BEEZEMESFTANxLCHE,

s BWRBENERFHFHNRIVME: ZREVINBENEFTEMUTFRF (0. &
M) WHE,

s REFAIFHKRBURE: FINBERAT, BRERAAMNAE, RESLEHER—
ERt B e A A AR R AER, RN AISEE =AM IAIEZ Mg, £
F—RE=RAEXMWE, BESEHE B LIUER Tunes SREFTEN, FTLEMNES
REZRBAZRBEB LR 2 FEEA WM EHTEE RN, ZEH(ETE
BREREFENREZREIGR, FIANREHEIREN 6 KE/)N, 2858 A
R, HAEBIZHR B/ RERSHIE, B TEEERT N HNE—XH
AR ESR AERNZEAE 1 RZE, REH28E.
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- BROBWERE (Bh: X)) ERAFERET SN EEEE A8,
. BRESE (B S8 TASHERNEE BEEEIHTE. AASRBRED
R BT,

Wi-Fi iZ &

155 FR I EARCSR IS T 18 R AN A E B B o LR, 2 B] BUB SR IR (+) SR
ZANERE,

IR TEIX LR B BIRE NN SME ESKABRF, LAMERFHITMEIER,

o REERIAF: HAZEERDATLME R RS EIRRF (SSID),

. BEEM%: IBEMEREE BEHD,

o BEHEB: EEMEAIAMEAN, A TEERA TN ARMB ML,

o o WS EFERINE,

« WEP: I48{XfE A WEP JAIE,

« WPA/WPA 2: £8{X{% F WPA TAIE,

o (E— IR RIEIERE KRS KA WEP 3 WPA TAILE, B RSEREIRIANER ML,
Wiz E

£ Wi-Fi ERALEES D . A LAEE A TIEE R DL EMEMIRE, REE "%
SRR BEAEEPRIR T W SR ER A 2 BUERA I EE

DI AREE, ER]AETE B RAP EAP T EGHTTIAEH ECE EAP-FAST (R
15 84EIF  (EAP-FAST Protected Access Credential) 1% &,

EOCEET RS, BAREEEFIRE (MAPBMAINENN) . AREE
BRI MELET HMIER, EAIUER “HMIEH" BHARERENE,
B OCEET RSP, EAAEE PR PR B NEER, AN WiFi R
IENERRSSR:, “RAIERIIESR" JIR2EREEM “EiL" RN T HNES, Ff
SRVFEORRMPLAE P N SN N EER, BB 2 EENINERSSOEBTRINE
AIMERRSSFIEPHER JIR. BAREERENRSS (W0

server.mycompany.com) 2B &F (40 *.mycompany.com) .

“RIFMEEOISN EBA] AR EEEETDEEMREEEX MRS, 2
RIXEIRRIF RV ER D AIEHRS, BRI BU ST A BB EIE BERA
B R S A
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VPN & &
i P L EAR SR S A VPN 18 B LA B ML, @I SRR (+) BRI AR I 4B
VPN E#,

BRI VPN IFIME S RAEE, 1B2RE 8 W “VPN",

B FHHZE

FRLERRAAFEE POP 3t IMAP BIHIK =, LRMR X, XLk~
ANINENEES. B F Exchange Tk —#, AP & ZF s Ad R XX 1 28
WiEE (kP ER)

PP A] DMEBUEAE HR S A SRR KL BE MR B, LA IR B FR, BED Mk
SMTP iRS5 25, MARAERR XM ZBE TEM LRES, BPREINRKF N S KE
SKEAIZAE B

[EEZEIN] S8 P MRF R e, SREEK P R AT A R 3B AR 2 M R,
B SN IR (+) R ORI DNk

Exchange 1% &

{5 Atk T ARG AR P B9 1R & R 1F 1) Exchange fRSS 8%, BRI LAB ¥ E AP B,
EAE FRAERF IR s aE SRR fE R R G A S, BB R AT DA RIR I EME
MR, EHEMIFELZEREA X IREFLRTAFEARRNE,

IRERA T HRIEE TR B, ENBMMSSLIRE, MAF MEEIRE LR

BUXEIRE,

FEE TR RAEALE — 1> Exchange TK 7, H% 3 BH S A Exchange Bt & B9H8 IR S
B, 2B M iTunes FIZPEIE & E MIFTBEALE AN B AR B HKEH BN
Exchange TK P Y #00&., 7NN Exchange PR B, EALE FABEKF,  (B3E EA
Exchange IMAP k=) 525200,

ZRINER T, Exchange 2RZBINFE. BAEMEB TG, AR AIAEIRE L “1&
B > "tk PERXERE (BFEZRLSEZORINHIE) . XEEREEN
5 Exchange R # B/ 8B EN,  iTunes 1B 5= m B X EF 08,
MRERET EASSL” &M, BESMER EIET BRI ERHITIAER
WERIED,
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EINE B
R EACEEPARINENE S, ZIFRIBEI PKCST (.cer. der. .crt) &1 PKCS12
(p12. .pfx) HYIEP,

LEHMIEPLRED RSN, BRHAXFESILEPMIR2NESTAEH, RR
ZRLTATHMEREGBENILED, WEHER, WRELEEE THEHN F ML
B, BARFFRERZE BN B BB BATBEHR,

BEAN, BHIAR MRS BRI PANIERRIBAEIRS EEAMEN. SR IR,
T2 42 B Apple FIFIEER T, EEFMLENRERIERIEK, 152 H
Apple Z# X &, Wi http:/support.apple.com/kb/HT2185?viewlocale=zh_CN,

B T AR S I PN, BRI LALEF P {E A Safari MM BESEIEP T &5
WEP, kF, BB IBFEEBIEPEIFELHAF, BXEZEL, B33
F36N “TEHFHMBIER",

ERME NI, BRIDNINEEA (),

BRILE

BT ERAFEERIREN IHRRERT (APN) 18E. APNIRERE NI
BFWAERIZERNONG, ABEEEERMNE T ARNAIES N1 Al UE
BUX LR E, IIRXLIRETIER, MRETEAERETMEL R HE. 2ERH
THR2MIX LR B E R, 1EMIRE EMIBRIERS M, Apple Z2IEE APN
RESHEHMP W FIRETE VED TTHECE Fk X,

RIBFL EFEIA LY

£ iPhone Configuration Utility (Mac OSX fz) A, B “BEE™ §FFA 1EEFE —D
R, AREAEEERRHFITER, b LABTEE “XXHE" > “KinE
FRHE" AfE1EEFE— .mobileconfig SR S AR, IARETHREER,
BRIZRIAEFRY "SRYmiEss" =,

FEE T Web h A # iPhone Configuration Utility #, =% “Import Profile” (5 Ad#
W) SREAGIEZE R RFEIR S,

IREAX M ERESR, NELMEE "8R" ERTRR "BEER" FAH
AYREETE .
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CERT ERTE CEERRRT AR SR RBE R RIE, BN
BT E T, MRBAEFHER A ERAF E L RNEEAX M, BTE
BB R,

EEEEMA XA THE

SRR R, EATRBBENEFHFEES S AMr, FRBIBRER
B LRGE SR ARS. XA ERMAIMN R BT T BT MHS 85 M Web
WA TSRS, SRR TR, AXER. BERE 7R "%
EREEBSHE" .

AR SR LE SRR, UMRABERE, BfASHHREM
o BHAE LT RBEBIR A AR,

BT T EB 457 & B E iR S

B T B F R AR R X, B SIRE FEMF IR, IR EFEANE
Mac OS X R Z<&J iPhone Configuration Utility, —ZXf#TH) Mail BRI FTFF, R X4
YER RIE 4880 M E AN BB, IREE AR RET Web iRAMSEAT
B, R SXEFEER T B F iR & 0k B FE T R,

£ Web £ A B EHIA S

Z R X 158 32 B T LAEAE iPhone 3% iPod touch ={# 3 Safari T &k, 5 =%
“Export” (SH) M., UWIRIESEEIE ERALE GZZ —1 .mobileconfig 3 {4,
R0 E KN O

BT EEYE mobileconfig 31, BNNEEHENELIRAIRR M, LI, BB E
Web AR5 85 LA {2 .mobileconfig X4 A] Y73 application/x-apple-aspen-config 3 {43k
3T

Mac OS X Server

1R 4 H) Web AR 5525 FIHY 22 Mac OS X Server v10.5.3 Leopard s & S AR A&, FBA
BE g T A& AE{E 5 .mobileconfig 3L,

XF F Mac OS X Server v10.5.3 LA B HIAR 48, 15{# A Server Admin ¥ %1 MIME 25 5
SRANE] “MIME 2£8)7 RE

application/x-apple-aspen-config mobileconfig

X HEIRPTA ) .mobileconfig XM (TLIC H Ak 777 Web fRS5 23804l ) #E#HIE
B £k B i

8] LU MIME 2R3 ANE httpd.conf sk B &) FENFECE X R (20 Apache B2
EAHITE RBEEMIE)

AddType application/x-apple-aspen-config mobileconfig
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IS Web AR %28
BRRAE) Web RSS2 EAHZ IS, 1KEMA “Iss B ERS=|N BIE 1T
@;ﬁﬂﬂ MIME %ﬂo ?}_@%jﬂ “mobileconfig” #EK1¢§’_€§£% “application/x—

apple—aspen—config" °

AT ARE AR IEERA "HTTP k™ (HTTP Headers) #553, fBUL{E 8RN
BRI,

Lo B & A 3 14

AEERPLFEEERIRBEIREZH, B URLIEHEAT (B Al LAEE 1% URL
BHEAR S TEEMMANIRE L) | SCBHER S ARE R A B T ERAEIK S
(AP AT ABE R &5 1 [ 1Z BB T B AFDR ) o

EE—BRT, REB2NVAEEXH, BLRIBSHERFEER 2R &
a4,

-l EE L4942 =

8 John AR H

Acme, Inc

O iEE ER

i John Appleseed RS
Fifih S

WEHE 2008438 6A
1% Exchange i
VPN iRE
EEERH

EEXEMER >

ZEITIER, 2190 AP UBAEASENEL, HIN Exchange ik 2 M
CHEEMREREEMESL,

%S MBRZ 25 BXE Exchange ActiveSync KBS, FHTEBE 5 M &R ERRT & 2 RIFET
XSRS (WWRBEHR) . R F K Exchange ActiveSync 2R B 58 il 88 FH 2085818
B, WAFRZIHRAEREREONEBATRN LR,

AN, E2BKAFRAERCTNETS, AERHEE T EZMIED,
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NRZEEBEKIN TR, NAJEERFE N Exchange RSB 2T AEZE KA FEUE T L
£, AP AR ANERESEHT2RE,

FAFE A BRER 2R LR EFHBIENRE, RAMRER=KR, HIEEAE
CRET > “EBMF. @i, BT > “Exchange MR EFRT P EL,

IR 0 38 S B BB 1A ST A4

LB A SRR E TR RS LB, BEMRE, CUAREEHONM
B

TR e 3 S 222 Exchange P, TEMIBR ISR SC 1,

(EE=I] MR B 852 T4 2 M i A 2% & o) K esA= 7 A Exchange # 7
Ak, VARVPN R E | if B AR AR AR KGR &

il L¥a:42 =

8 John AR H

DA Acme, Inc

OiRiEE BE
i John Appleseed HIRE
i S

WHHE 2008637608
1% Exchange i
VPN iRE
EqEr

BEHEMER >

FERAXHERT2BHEERF . BoR — MECE XX, BB
BB M E Rox s A s lE B P MRS T B3O, REBIER X ERE
PRIRFTARTT, TR B IR S O IR S, FRIE IR XA FriEERIR
N, EEEMIRRERIRE.
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FHBEBIRT 3

AZE R INA F3HEE iPhone 1 iPod touch,

RGP R BB EREF, AP AIAFHEE tAINIRE, BLIRE (P
ARERRD R ) R BEE I AL B A T RIRTE

VPN iZ B

EFHRVPNIRE, 1BRIE RET > @A > WL > “VpN',

Bl E VPN IRERT, IRBESBIET M VPN ARS 22U B &9 & Bk &4 A 8., B,
INRARZS 28 5K RSA SecurlD h8, 18 &S ERKEHA—1N,

ARREER BEETIUEPAY VPN 51, BRIESEMILIPELEERE L, BXEZE
B, B2RE 36N "TEFMHAMBIIER".
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Cisco IPSec X &
LERFHEEEIREZAT Cisco IPSec VPN B, 2H IS TEELHFES:

il 3 Lrg42 =
w#  Appleseed IPSec  #ii
i

cisco
| ?ﬁd& Appleseed IPSec
RE=E vpn3.apple.com
kP jappleseed
b ] essccsece

EHIER

ARER WWPM-vpn

‘ 2240 ssscesees

BEA TENERKLASBANREMNES:

FE iz 1A

Eiipu —MARX A IR E KR AR,

AR5 28 EREE| A VPN ARSS5 83/ DNS B FREK IP Hhdlk,

k= PR VPNEZKFORAFR 2R, NEELEALF HA A
ER,

R FF &I VPN B FMKF B AL, X3T RSA SecurlD F CryptoCard TA

IE, 3 REAELL A P E S RE DU S Fah i b 418 E
B, FLEERFEZEA.

EFARIES RELSEEERET p12 W pk 51 (28 TR AE HIEY
IEPFNER L AEH) &, kA AT A, & ERIER"
TTRY, “ERIEMT M CHERERT SUSRERK F07
=07, AIEEBME ZRMNFRE VPN B 5 5K P ikik.

CERlE AP rEARETR, BEEVPN RS EE X,
boaks ARINEZ 2, XX A/ R R R BR8N K RER 2 AR

B EARASOED, BIUEE AR RERE,
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PPTP & &

LUEFHREREA T PPTIPVPN S, 2HIE FTREUNRE:
/a‘ﬁidi Appleseed PPTP
R&E vpn2.apple.com
[/ 2] jappleseed
RSA SecuriD EZ]
Fa ] esscsccsee
m&R3 Bz »
LSRR 117 [
BEA NEERKEAERANZENER:
(=l L
Bri:p —MRFIX IR B B HER AR,
BR55 25 EREF ) VPN BRS5 23 H) DNS B FRK IP ik,
k= FFE) VPN B FIK P &R P B,
RSA SecurlD AR (E A B2 RSA SecurlD SR8, BT FF LRI, DAE BRI
R =L,
= AFE VPN BEFIKFEOS,
mEg s BAN "B, 2ERABANESMERA, M 28" I
0, EER 4067, AER K. ReREE 128407,
I aRAIE,
RrLERE BN I . WIS VPN SEEAEFTE MG EIE. XIM1Zik

BUABBKES B, MR B RS E31% A ZE #X VPN N 35
R EEMBE, EMBENEELER Internet.
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L2TP & &
LMRFHEBIREAT LTPVPNE, 2HI S FTEEUNEE:

il L¥8:42 =

'Ei. PPTP IPSec
/a‘ﬁidi Appleseed L2TP )
R&E vpn1.apple.com

3= jappleseed

RSA SecuriD ET]
Fa ] bl

=4 sesssesse
LSRR Ea

BEA TENERKEASBANREMNES:

FE iz 1A

Eiipu —MARX A IR E KR AR,

AR5 28 EREE| A VPN ARSS5 83/ DNS B FREK IP Hhdlk,

k= FAF &9 VPN & etk = B F 2 B R

ERE) PR VPN BFIKFH AL,

4R L2TP kP EHZ AR (MAZEER) . XNEAE LT2P AR
2 AER A,

KEEEIRE BRIAN T . B VPN SR A EFTE NS BE. <AZIE

BUABBKES B, MR B RS ES1% A E H#E VPN N 35
R eEMBE, EMBENEELER Internet.
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Wi-Fi i &

ZRRWI-Fi IRE, BRIE IRET > TBAT > BT > WiRT, IRELL
EERNMNMENEREERN, BMARMENIIRPEEE, &0, 1FER
“ﬁ’f‘m”o

[-ontl_E3 t¥a.a2 =

afw[e[r][v[o[ 1ol
S0 e+ ]]
% BNoDo0D &
v

BT B VLR A 18 58/F A iPhone 1 iPod touch S35 FIAERNINES , B XFoR
HBHER, B2RE ST "MELE" ., AR HE PKCST F PKCS12 IEBAFIA
FER, B2RAF 36 "TESHMBIER,
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Exchange 12 &

FEE TR RAEALE — 1> Exchange TKF7 . Z 0 Exchange 1K=, BRI “IRE™ >
“HRM, B, BT, ARRER CRKST . £ ORIKF T BRE L BiR

“Microsoft Exchange” .

il L¥a:42 =

9=

Microsoft*
Exchange

mobileme

Gmuil

YaHOO! MAIL
AOL &>
Ht

LHEFHALE IRFF T Exchange Y. 15 A TE ME FXK PEHARILE

=P

FE iz 1A

B A 4 P R RE e TR b L,

iy v FAF K Exchange TK P BY FAF R, 151% domain\username &=
BAT.

mig FAF # Exchange TR I O 2,

Epu —MARNX A IR E R AR,
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iPhone #1 iPod touch 3z Microsoft #J Autodiscovery IR%s, 1ZARFSFEREHMAF %
MRANZ3 80 SR 48 7F Al Exchange ARS8 AUMbIE, MR REFET RS S MMbIE, Ho
Z R A 1ZHHE

-l F3 35 LiFoa2 =}

Exchange

BFHME  jappleseed@apple.com

B exchange.apple.com
ARE apple\jappleseed
=R essssesce

i 1fF

PXINBLE Exchange Ik 2 fF, ARSI/ EIHRM LTI, R A LFIED
TFE Exchange ActiveSync FREEHIHLE ., SR TA P BRSO EMAINELS, &
FH T 25 Exchange RS 8581E. BIRAFIREREIENEB NI,

T—#. REBE2IEA5 Exchange AR5 2RRAIF . MARGEBUX R TARZ, MEAFA]
LfE “RE” > "#f. @i, BR7 RITAEHMERERZL., BRABRAT,
Exchange ActiveSync 2 S R 2 AR S 2R[ATE I X R EMIESF, WREES
IR RIS [B] REGT B S R 2 F o IRBG R, BEA "8 > "FREGIIW
B’ AEHRIEE,

[t E5 L4z =
Exchange
Lo )
Al i
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[EZ=1] H/4&8 £% &5 Exchange Bl F &, & & LATA A 6B KA BREA
F8aWBE, B4, Munes FA SR B LA FBEREDFH, BT AER
MobileMe MR %A &7 X Bl ¥ 4 &,

ZEHBZ ORNBERP RS, BRIE RE" > "#F @ifx B,
MIANRER 3K,

[-ontl_E3 t¥a42 =

Exchange ActiveSync

L3alERN >

b i

FRR 117

e L7

ERFRIEMAIRE 3K >
g

LR FRIUER

NSRAAME IR SR D & UE B, MBI A EENMEE T e IskiT FEF
HHE SR EM ., ARAUFHLEET], RFEHIRFIZHE AT MIME Z£EA
XA RABENIED:

* application/x-pkcs12, .p12, .pfx

« application/x-x509-ca-cert, .cer, .crt, .der

F19H x.509 UE BT AEALAK, BFrRARSEEIRAIAF, iPhone M iPod touch
XRSARFEE—NFMNH PR X, REFMNN, 2ERAFBARERN T
TRIFHAZ,

RIUFBEE SAH4H  (selfsigned anchors) . FSRI#TT X509 UFPEEITfH, XL
HRIUE P Safari.  “HIHE" . VPN K HALRN FIEFFTHITAY FTB x.509 IEHEEIT {4
R

AR IIRIES, BI1E4L B Apple ANEI1ZEHR T, EEFMEENRSIR
IEPETIEK, B2(H Apple XX E, WAL http://support.apple.com/kb/HT2185?
viewlocale=zh_CN,

£38 FHPLTIRE


http://support.apple.com/kb/HT2185?viewlocale=zh_CN
http://support.apple.com/kb/HT2185?viewlocale=zh_CN

IEPH T HBREZE, "R ?EELX# FeahIl. WRELIEHMRE: &
IR (RIEH) . BLEIED, BEER "E'.

Eiam 200865818
@& SHHEH

EETMAER >

BEFNBECTEMNLED, FHaE "RE" > "BA™ > "HWiEXH ., WRAE
BEMIEPZIFRIE DK SMERTNFER, 1REZETEERZ LIRS

B {ib BB 44k
i% A BEECE — D Exchange 1K, (BRI LARINZ D POP Al IMAP TR, 140,
X/ 7 a] FA3R15 18] Lotus Notes 2k Novell Groupwise B4 RSS2 EHIBE 1, BiIfE
EET > IR > CEBME. BNt BT . ARERE CHM4T ., BRI IMAP
KEMEZER, 52 (iPhone ERAFM) =k (iPod touch EAFH) .

H R IR
Apple HIVET — LLMUSRH AR R TEFR /E Web M2 E, XEHERAFBRT
A% B HF A iPhone #M iPod touch AT EE:
« iPhone ¥ %32, M1t www.asia.apple.com/iphone
« iPod touch ¥ S##2, ML www.apple.com/cn/ipodtouch/guidedtour
« iPhone X #5M T, M1 www.asia.apple.com/support/iphone
« iPod touch XM T, www.apple.com/cn/support/ipodtouch

BMEBIEB —APOFAEXNMERFM. NETHMNOELAFERIFAER
+ (iPhone fEMF M) : http://manuals.info.apple.com/en/iPhone_User_Guide.pdf

+ (iPod touch fEAF M) : http://manuals.info.apple.com/en/
iPod_touch_User_Guide.pdf

£38 FIPLTIRE
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Ft & iTunes 4

IG{EF iTunes SRR S E RN, LEMNRAERURHEIT
H gk,

AREHBAINAIERE iTunes AL R BIRFF, FHE AR AETE HOIRE MR Hl,

2245 iTunes

iTunes {5 FAPR/E B9 Macintosh 1 Windows Z24% 28, & FTARAS Y iTunes AJ7E
www.apple.com/cn/itunes %, B K iTunes RAERKMELE L, BSHE SN
“iTunes” .

7£ Windows BB _E %3 iTunes

H1E Windows BB E %4 iTunes B, 18 Bk 2R 5 3T WRZNHY QuickTime.  Bonjour
A0 Apple Software Update (Apple FiFE$7) o &R DABIN M iTunes B3 83{E %S
e E R BB L IR A/ BN Bk PR X LA,

{# M iTunesSetup.exe 7£ Windows L &%
IMREBFEAENA iTunes TR IE, BERBELAH, Ha] AFE AT STTH
iTunesSetup.exe 12 % B 14,

=13 ax

NO_AMDS=1 T4z % Apple Mobile Device Services, It 48 1 52 iTunes [E]25 FE
BB NEZUF AN,

NO_ASUW=1 %% Apple Software Update (Windows k) . Lt R FTEFFL1R
EE F = 2 R AR R Apple 3R 1o

NO_BONJOUR=1 224 Bonjour, Bonjour f2ft T ZALE ML K HIhaE. THRLE
BIRI & BUITENAL. FLZ ) iTunes FORHE R EALARSS .

NO_QUICKTIME=1 T2 4% QuickTime, LEEHFRERA Tunes UHREHEM, ETER

B QuickTime, FMRIFEFER T HEBMEE LR T RITHRRA.,




£ Windows EEaEiZede
T iTunes #IA R Z FImEBE AN, 1BM iTunesSetup.exe FAHEELE N .msi X1,

ZE M iTunesSetup.exe FIZEN .msi 314 :

1217 iTunesSetup.exe.

TH “%temp%” FHIKE|IZFRSN “IXPnnnTMP" HIS 3k, Ed, “%temp%” =
EHiaRT B (—#&=2: 515 IEEhEE \documents and Settings\user\Local Settings\
temp\) . B “nnn" B2—N=IHHBENIAT,

B msi X MIZSH R DL B H AL E

IR A iTunesSetup.exe T FF )& 35 28,

REFEA "ARBYREWESR" (AT Microsoft EEITHI & M) ¥ msi SR
3 "BMACET RE, BRETRREEAME "BSNAET KR, WmIE AR
B R,

[EZ=I0] iTunes % % QuickTime, EH Apple Mobile Device Services (AMDS) & 5
iTunes Bt &-1% /A iPod touch 3 iPhone #T &% 49,

7£ Macintosh F fsi_E % 3 iTunes

Mac BBIXE & A iTunes, HFTARANH) iTunes (B2 QuickTime) A4 www.apple.com/
cn/itunes 3%15, % iTunes #E 1A E| Mac & i, #3A] LA A Workgroup Manager
(Mac OS X Server fiiTra) —KEEITA)

%R iTunes PR 1

A DABR I A 2 iTunes BYFELETNBE, IETHEEB I SR KIZHIZEM, AIRBIAT
Thee:

o RWEFHRA iTunes MERHHEH (BIRENARARHRE) .
o X B3 SR BEARRT 7R iTunes MiniStore

- RBEEF BRI

o RO iEHE

« AR AR

o HAREARE) URL

o B3 &I Apple TV 248

« [A Apple JEM#FTIR &

+ 171 podcast

o FEIN Internet | 1%

+ 15518] iTunes Store

s SREFENEREZE R

F4E BE iTunes
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o BHEFRIENTERNEHR iTunes AR

. BB

« FBRENT B

o DU

71 Mac OS X iZ % iTunes R #1

£ Mac OS X A, J8i# A plist U A BESRIZ S A, £ Mac OS X A, A EFIR

H52 B91E 7] LA 3@ 1 1 F3 Workgroup Manager (Mac OS X Server i 89— & 32 T
B) Yr%E ~/ RIRFE /Preferences/com.apple.iTunes.plist X3RN F MR IEE,

BRUA, 1E525 Apple TFFXE, MHUER: http://docs.info.apple.com/
article.html?artnum=303099-zh,

3 Windows % X iTunes FR #1
£ Windows A, BITIRTEN T —NERRBRETMRESKITHI15R):
TE Windows XP A 32 {iZ Windows Vista 47

» HKEY_LOCAL_MACHINE\Software\Apple Computer, Inc\iTunes\[SID]\Parental
Controls\

« HKEY_CURRENT_USER\Software\Apple Computer, Inc\iTunes\Parental Controls

1£ 64 {37 Windows Vista F1:

» HKEY_LOCAL_MACHINE\Software\Wow6432Node\Apple Computer, Inc.\iTunes\
[SID]\Parental Controls\

« HKEY_CURRENT_USER\Software\Wow6432Node\Apple Computer, Inc\iTunes\
Parental Controls

BXIEME, 15213 Apple XX E, MiEJ http:/docs.info.apple.com/article.html?
artnum=303026-zh,

FA4E BE iTunes


http://docs.info.apple.com/article.html?artnum=303099-zh
http://docs.info.apple.com/article.html?artnum=303026-zh
http://docs.info.apple.com/article.html?artnum=303026-zh

FZhE # iTunes #1 iPhone k44

NRTE iTunes R XA T B MAFRAROREEFTRE, NEKFEELRHE
KA RAPRFILE,

ZEH iTunes, BSIRANIERIEFTHBEN L RZFMEEZ LR, ¥ iTunes 7 AL
th B IERRAE R A ISR T,

ZEFT iPhone BA{F. 1BIRARLA T P FRIGIE:

—BRB KA Tunes BT E VBN L, £/ iTunes 5K T3 iPhone BRI 3T,
BIITULIRIE, 1B1E iTunes P EF— I EEEMIER,. AR "BE %5, A
EaiE "REEH &,

TEfE, BENEL TN EREIMEIIEF ST (ipsw):
« £ Mac OS X H: ~/ ‘@R /iTunes/iPod Software Updates/
+ 7£ Windows #: 5| &IR 387 \Documents and Settings\user\Application Data\

Apple ComputeniTunes\iPod Software Updates\
¥ ipsw XD RGRAP,. SEBEBREAATR AA R B ML R B8R E,
BEFAF, ENARUERUIZESEOMANIEE, FHEFIIEFR. Tunes
ToAELRANBIENIRE. BORFTOED, BEiTunes IR ERES
(Windows) 3k #Z{E Control ## =2 (Mac) %%, AEMEIAIREE £AIEE “&
{éj\ ’ o
AP B EEEEE S Tunes, ARBEREMATNIZEN "WHE” HRERELEE
. T—20, #A1ZHZ{E Option (=) # (Mac) 3¢ Shift §& (Windows) F =% "KEE
TR,

SHI =D EFNIEE. BAFNIZEE ipsw X, REsig 177 kIh
EE oL

F4E BE iTunes

a1
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#[2 iPhone N HiEfF 5

R AT A% iPhone #A iPod touch M RIEFEN A% 4B AR,

WINREBE L LT & H iPhone 0S M AIER. 1BBNAREFS XLAHAF, ilH
5 iTunes RELFE1ZRN B,

TE4 App Store 1 B2 32 /7 A] LAE iPhone # iPod touch 1z 171 o & 1 fAIffT h22
B, MRFLABESCHANNARER. MAIER Apple M A BIUE XS H 174
BEH, Bbwv/nm AR RESEEME A (distribution provisioning profile)
AR VAT R B AL A EF.

HECBCHNAEFRIIENR:

« [[ Apple JEM B I % o

. FREMIERSENBER.

o BIEBWRSEMBEEAY, TAIURNESEREESEZHNNARERF.
« BRARFRMMB RS ENE A HEZZ AR BEMP,

« IBSAFPERA iTunes &3 N FAFE AR S,

EXBNMPRNEZER. B2RNMIRE

MM ARERAL

2779 iPhone M iPod touch J7F & HEEEHIH N ARERF. &FZE www.apple.com/
cn/developer 7 1 iPhone Enterprise Developer Program  (iPhone 181l 4 F7F % & it
)

—BZEACEMIRE, BB EE N AR R IR E LIETTE A,



ELRMARERF

DERG RFPHNBRE FOIUER B S BCE BRES, BROEERFIE BIED
K183, 15215 iPhone Developer Center (iPhone FF & &L ) , MER:
http://developer.apple.com/cn/iphone,

ﬁ'J@ﬁ@Ei‘ﬁﬁ?*‘ A 344

DEEE iR XV—T-/Lﬁ{ HY A P R] LATE B AT] &Y iPhone % iPod touch 18 R 61
BN AR, OB IEE IR SR NA ApplD. NEFER N AT Z A
Brt Bl RyEMERAF, WRAFE NAREF R B #EIR X RINE
RAE. ARRTEERZNARER.
Enterprise Program Portal (Bl 1T%)177/7, PHEJT: http://developer.apple.com/cn/

iphone) £ATMlZE JRA) Team Agent (HIBARIE) AILAGIR D ECTME R A X F, B
KA, 152 RIZML,

— BB g o BT B R#IR X, 18 TE .mobileprovision X1, A BB
NMAREF—RBZery kHE,

£ A iTunes LI T E A 1F
P EZE iTunes BB Z 2 T LA T XX R A A TIE 1k S

Mac OS X

« ~/ %R /MobileDevice/Provisioning Profiles/

« / #RE /MobileDevice/Provisioning Profiles/

« H ~/ FRE /Preferences/com.apple.itunes XA H) ProvisioningProfilesPath #215
EHERE

Windows XP

+ 5| IR BN8E \Documents and Settings\username\Application Data\Apple Computer\
MobileDevice\Provisioning Profiles

+ 5| ZIRFHEF \Documents and Settings\All Users\Application Data\Apple Computer\
MobileDevice\Provisioning Profiles

+ HKCU ¥ HKLM 1 f5 SOFTWARE\Apple Computer, Inc\iTunes # #
ProvisioningProfilesPath JE /I 3% #2 5 T& AU EK 12

F 5% &= iPhone MHEF

43
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H W N

Windows Vista

+ 5| FIXBFNEF \Users\username\AppData\Roaming\Apple Computer\MobileDevice\
Provisioning Profiles

« 5| 2IR3N8F :\ProgramData\Apple Computer\MobileDevice\Provisioning Profiles

+ HKCU ¥ HKLM # F5 SOFTWARE\Apple Computer, Inc\iTunes H #
ProvisioningProfilesPath ;£ At £k 8215 T HUB& 12

iTunes 2B A EA BRI B A XM B LRI SHHATRIHIEEH,

—ZLE, RAILEIRE LR RET > EBRAT > EAXH REEMERIR

X,

4,81 LAY .mobileprovision X 1455 & 45 F F H LA 1 1% ST E iTunes Kz A

EFEPR L. iTunes ¥ XX H# DB A _EF X H IE# B,

{§ A iPhone Configuration Utility (Mac OS X i) XK ME
AT

#:7] LAf$E A iPhone Configuration Utility (Mac OS X hiz) ¥4 E fik X2 £ 5| 20
BERIRETR, BIRBUTSZREZE:

fE iPhone Configuration Utility R ER “SCf4" > “#TH" . AERFEELZEHM
B RS,

ZHER SF £ 78 103 iPhone Configuration Utility A7, FFal LUB R “REE"
FH CTERRAXHT KAREE,

M EEEMIERT JIRPEE—MER,

®E OME”T R,

MIFRAEBFZME A, AESRER "R B,

{EH iTunes &3 A7

B A AMER iTunes FEMATIE R L2 & NARERF. B8N BREFZ M DA
Br, ARLHEATRBBA T ZBH TR E:

fE iTunes FIEER “XXF" > “RNINEIEREE", AEEBERESNBEF (app).
RS EERE, ARG Tunes B 88" FIERPEET,

iR NARRT BE,. ARENRTIEENBRER,

siR NAT RELENARER. MATATETHXM RAME 2B B iR X
M (EE 43T “FH iTunes TEMBIW A" R 1ER),

2
>

F 5% EH=F iPhone MHESF



{8 A iPhone Configuration Utility (Mac OS X i) %3 M A
2 FF

& 7] LA{# i iPhone Configuration Utility (Mac OS X i) ¥R iR &2 25 5| 2EE 8
WER, BIRBAT PRRE:

fE iPhone Configuration Utility £ EX “30f4" > “$TH", AREREEELEN
FAEF.,

1Z R IR FF2 A INE] iPhone Configuration Utility A, FF R DURT R “RAEE"
R R ARRERT *yé%ﬂ%’ﬁ%
M EEEMERT JIRPEE-MER,
wE TNARERT R,
MIIFRPIEFRIZN BREFR, AESilTs “TE" ¥

K/,

%ﬂo

g

18 F 4l 28 b7 %2 Fr
4 AP EATARKE Apple SEMA BIZFES, 18 &2 BHIEIRE A LKA FH5)
EMERAXI, WRETEEAX M, BT %Tﬁﬂr%&f

Hith %R

BROZNARFNMEREXGNEZEE, FBH:

« iPhone Developer Center (iPhone FF& &/ Ly) , MHER:
http://developer.apple.com/cn/iphone

F 5% &= iPhone MHEF
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Cisco VPN PR &% &856ic & A

M R

{F RiXLEIE S SKELE Cisco VPN BRE 28 LAEL 4 iPhone FA
iPod touch T{£,

NIE i

iPhone SZH5 LA N IAUE 5 V4

o MEZZH IPSec INE SIS xauth FH1TAIF FIALE,

 BRIHMRSZH/IEDR, BT IPSec IMESEIT xauth HITHAFIAE (B IALE
NEE)

« SREIAESER T #1T IPSec TAIE, RS [BMIEPMEF mIBEMEZRA, A
FINEZ BT xauth # 17,

« APIAMERET xauth F2HEH), B3ELATIALE A
- AP BAMMER
» RSA SecurlD
 CryptoCard

TAEZR 7]

Cisco Unity h INEF—BHRFAMER Eth2 8, FRIMEAREBAFREe T —
i, B N iPhone M iPod touch A G AEAR, X T ML= Z4RIAUERR
BIAIE, ARBMUIEIRE LRE, HAFERANNEZZH (MEZEH)
YERARIZRD,

ERIEBIANLER, BAEREARZESR, A 0ARIREBIED TN FERIEE,
Cisco fRS5 2R BRI TRIE B8 FERN MBI - 4EA,



iE$

WEMZ RPN, 1BEN NER:

o RS BE ML PEETE BB (SubjectAltName) FELH M I1E S ARES 22 A9 DNS
B (Zk) 1Pk, IRBEAREERKIEEPESE T RESE. EAIAE
AT (5140 vpn.*.mycompany.com, AIRESERN ) KRIETE SubjectAltName,
VA BB UCER, UNSRR3E7E SubjectAltName, DNS ZFRA]LAME A H B F
ERH,

o XERSB[BOEPH CAUFPNHLERAIEE L, MRZEPBTIZRIED, BL
RIEEEMFIRIDO AEIERREEE,

- MRFEREFIHIEP, EREZEELIHIIPOREESN CAIEPELEXE VPN
ARS8 I,

o IEBFMERYABIERRE (A, RKiIE)

« BEREBAXEPESTE IR, BIKE,

o FAEFIUERAINEN, BHERSB[BEFRENETERHIERPH FTEEK
RRIAF AR, BSHE 460 “TAUEAR]

IPSec IZ&

EALAT IPSec 1R E:

- 1 REER

o IKE ZER: "HFEEX" SATMAZRMIMNEAESIAE, "FERA" &R
FAEPIALE,

« MEEE: 3DES. AES-128. AES-256

« INESEE: HMAC-MD5., HMAC-SHA1

+ Diffie Hellman A%: MEZZERINEFESIAERZE Group 2, X FTUEBIAILE,
5% Group 2 fid& 3DES A AES-128 {2 . & Group 2 3k Group 5 it & AES-256
R

« PFS (ELIEMMRE) : X T IKE phase 2, #NR{FEA PFS, NI Diffie Hellman ¢B5
WIS T IKE phase 1 #J4R[F,

- BEE: BIER,

« KYEEEN: ZIUFER,

o FREENAT B 335, FERALUBA. (TCP _EAY IPSec T ) .

- REBE: wXE FENANUEA.

+ Phase 1 MIZAEH: HaI TSR, BICKIRS 3R ENZHAE N EIE N —
NS,

Btk A Cisco VPN fR&S 23828 47
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HAth # S #FRI TN RE

iPhone F1 iPod touch X3 A T IhaE:

- ERBFRA B mEERASBAERIIRS R, ERSSHREBREIRENOH

AR5 & SRABBIE K

« WITUARIR: INRAERRS 25 LECE T MITARIR,

MEZT. BT,
- HBERE TYEBESS,
« 4B DNS: 255 DNS,
o BOIASE: PEFERERIASEL

Bk A Cisco VPN fRZS 23828

MIFRR 2 EREIRE L, AP



e & il i S K B

M R

NP R 1E 4015 BA mobileconfig XM, HEESIEH
CHIENALESE,

RS RIZEFAE Apple XML DTD F1—RRHIB M HIFRAE ., Apple plist #& L H—
#8518 ] M www.apple.com/DTDs/PropertyList-1.0.dtd 3X15.

AX T A BIRIE B A K (payload) T #1434 (profile). 1 3RS Z1E iPhone
3 iPod touch FEEE H& (— 1N kZ2 D) REHN—PNTB XM, BAOEEHER
XA A EN,

REX
ERERLE, REXHR— AR, FANTER /B

i T

PayloadVersion #HE (W) . BNEERASXHENRAE, RASHEE T
BMERXH (MARENERAE) BB,

PayloadUUID FRE (W) . XEERELAEKETEN—PHE—HFRIZ
FHE, WFEFENBYRNBTTHEXA: B2 BHIR
= RAME—H,

PayloadType FRE (W) . B, KA “Configuration” ZULEHHE
WA,

PayloadOrganization FRER (k) . ERBERXENSEIN, SREAH
F&,

Payloadlidentifier ?ﬁ$ () . IRERIRHI, ﬁtfﬁr&ﬁﬁlﬁ YRE TR ()

R “com.myCorp.iPhone.mailSettings”" 3%
“edu.myCollege.students.vpn”™ ), F Sk ME— 3t 15 BRI S,
L?JEE?H%#)%%‘J?EJ&Y#E’J???% MRE FENAX S

—MEIR HR A FER, WHER o BET (Mh
E?ﬁiﬂibﬂ)

49
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i {1

PayloadDisplayName TEHE (WG . LERE DR AR P E I 0 G
CRAKNERATE, 0 VPN RE . ERURE—#,
PayloadDescription FRE (i) . WEATER MRS SR

e b A 7 BRI Le 5 i AR AR IESOR AT SR
LEERMIRBIER X, AMERF A AERELE T,

PayloadContent #eR (FDR) o WERERXFRSERAR, R ERDE,
EMER X R B ERIEEIERE L,

BYOHANE

PayloadContent {402 — MAMINAE, T AR SR 2N E A,
NEE MR IR X EX N A BREBEL—PHENEKE, LB R AT KT
wfe], AR S MAREE —EXFARY., HtEEN TEME S ki kX
WEE LT A A ME—a,

P =

Payloadversion HE (BR) . BERAEEMRA, SRS
ENERASHBRAE LK. F140, VPN RS 7] AR &Sk iE
M=, T "Mail” RRANS ARG A,

PayloadUUID FrEE (BI) . XBEEEANETEN—ME—RRIRFE
ek, WFAFENBATETERN: B2, THIEER
M — .,

PayloadType TS (W) o ULBE/ EXRTE R AT B i #E

s,

PayloadOrganization FRE (%) . WERPEAXHNSEZNMN, E2EREA
BF%&, & Al LASIRZ XY PayloadOrganization 487, 11X T2
W

PayloadIdentifier FRHE (WA . BREL, HERBESSRBHNERER, A
REERA WA . TIBEZIR Payloadidentifier /7 EE f1— 1T
FRIRFF, RETERNERAH,

PayloadDisplayName FRE (BI)  MERETAAFENRENTRNS, ©F
RIRBAER M, 0 VPNIRE ™, B TLEME—H.
PayloadDescription FAIE (AiE) . WEREEZBEBUAHN "FHER"

Frf LR AP SRR B A& AR 1 SO,

Mig B ECE A L AFIE



FRIREE B A

D SR B A E= B com.apple.mobiledevice.passwordpolicy 7 & E 2L AL
(PayloadType) 1E18E R, WA M EH LA M FELET iPhone [MAF ER FEE
FEBEANEG, ZNE S FEATERENEZZE,

(T SFEAMNEARMNRE 2N, WBMABEL T U TAR:

i (E)

allowSimple MRE (AIE) . BHAN YES' . RERBAFERRER
B, MEZBEENNEESEENTRHIBIE /BT (F
30123 3 CBA) , BULEIZERN “NO” 5% minComplexChars
WER 17 2AR,

forcePIN mRE (A1) . BAA "NO™ . AREREEGHIMBFIRE
PIN, WZIRFUE (MTAEEME) 2BEBARAZSD,
BAXRGIZBNKERRE.,

maxFailedAttempts HFE (A1) . BUAR 1", AFRSEERE 2.1, FBER
YF7E iPhone 8 E R E 2 M A TR AR KR, —BEY
TR, RELSWYUE, FFRMIUEED EIETEH Tunes A4
POreNY
BERR B,

maxInactivity #HF (ADR) o BN Infinity” o $8E RGBUE IR E ZHT.
REFARE ORBHAFERE) ORH, —BRBLRH,
RE2WBE T AL AT,

maxPINAgelnDays ME (F%) . BIAN  “Infinity” . HEEZB A ARERT
BIR . IEBLEXRZfE. FAF 2598 6% & 1B A 58 ik
FIRE

minComplexChars BnFE (&), BAh 0", BEEEBUINBEI&RLZ 0D
BERFH., EX FHEUNFTHXTHZINGTR, i
&%S5#,

minLength BFE (M%) . IR "0", EEEBHSIBERE, It
S 08 57 T [B#E 9 A1 ETLA) minComplexChars 2 3.

requireAlphanumeric WmRE (ATk) . BHAA “NO" . EERAFEREMIMAT

BFFF( “abcd” ), MERBMARTHEE T,

Mi B ECEIA XIFIE
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BB FEMEF R T3k

e FHP 14 Kt E R B com.apple.mail.managed B &1 &2 (PayloadType) 1E15
TR, WARNHSEEE LUE— B FWER,, BT SHEERAEHERN
BEZHN, BBEBABELTUATHE:

i ]

EmailAccountDescription FREE (M%) . AR AR FEbEFIK R, ERE “#P
7w RET NARFF.

EmailAccountName FREE (k) . kKPENEEAFREM, HE A TDHBTFI
HE BRI 2 BILX N AP ERR,

EmailAccountType FER (W) . SUFHIE 2 EmailTypePOP FIEmailTypelMAP,
TE X AT %K AT,

EmailAddress TR (UA) . EEKFHTES T, MRBR
ﬁzﬂtﬂﬁﬁ, ZEBAFIREFR, RB2SRTEALT
R,

IncomingMailServerAuthentication F#F& (M) , HEEWSIEBEREIAES R, RIFHES
EmailAuthPassword #1 EmailAuthNone,

IncomingMailServerHostName 755 (W71) , HEEMAERERENEH (5 IP ) ,

IncomingMailServerPortNumber 4= (A1) , #EEKRMHIRS2HA S, WRKRIEEHRAS,
M2 AR LR TE X BRI O

IncomingMailServerUseSSL WRE (), BiH “YES', EEKHRS SR
SSL #4TIAIE,
IncomingMailServerUsername 7R (K1) . EEETHEKS GRS SR (A5

Tt @ TS AR HAER) . MREBAFHFT
T, FHEKFEIRE N ZE IS WERNE B F s 1TIAIE,
TRER IR, REBRR AT ES,
OutgoingMailServerAuthentication FffER (W) . BEAHRMBHRINER R, TITHER
EmailAuthPassword #1 EmailAuthNone,
OutgoingMailServerHostName 7 (W41 . T4 RS BENEH (1P HoiE) .

OutgoingMailServerPortNumber  # = (i) , HEAHFRSHZKOS, WRAETHAS,
MR BRI om0 25, 587 H 465,

OutgoingMailServerUseSSL WRE (Fk). BAR “YES' . lBERHIRSEEEER
SSL 3 7TIAIE,
OutgoingMailServerUsername FRE (B . EBEBFEHERKSOASER BESSH

TFH AT @ TS IARTME D ER) . MRBBAEHF T
T, FFARSBIRE 7 E2 I Kk B e F #BfF s 1TINE,
LRIA X IED, REBESRTE AL TR &,

52 Mig B ECE A L AFIE



APN B3 T2k

APN (1718 SBFR) B E,2H com.appleapn.managed A% &L HY
(PayloadType) 1BI&EH., BT SMEBMANEHAMRMNILE 2/, WERNEE X
THFHE

B &

DefaultsData HE (KA . HIARSEFRAR /EX.

DefaultsDomainName FREE (W) . ME—RUFRIER com.apple.managedCarrier,

apns BAE (B . WHRESETENHRNIAR, MR
—/NAPNELE, BAIRENATR /EX.

apn FHE (BA) . WFFRIETEIHR LK,

username FRE (BM) . LFHFRIETHAPNHBFIAER, R
ﬁkélﬁtifr'f%, TR IR, RELIRTEHAME
e,

password HaE (%) . EEIRRRIL APN AR EE, 9 7 kB

REH, TEMRL, MREBAP RO TS, 2R
WRAX IR, RESRTRALTAS,

Exchange B3 H1 2

Exchange B 1 EZ HH com.apple.eas.account B £ KA (PayloadType) 1E1E
EH, IBMAB2EIR E LOE— Microsoft Exchange 1K, BR T SFIB B
HEMBRANEEZIN, WEBAEELTUATREA:

i il

EmailAddress FREE (WA , MREBAEFIEE, R
B, RESRTE AL TSR, 5T KS /A957EB 1 it
1

Host TR (W) . 8 Exchange REEENETR (3K IPHE
i) .

SSL mRE (A1E) . BRIAN YES” , 3E5E Exchange fRSS2E2
B SSL#ATINIE,

UserName FRE (MM) o WFFERIETE I Exchange Tk PRI A FH
Mo RO TFRHR, 2EEAHIRES,. BE2RR
RALL TR,

Mi B ECEIA XIFIE
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VPN B fa %k
VPN B3 11 #i2 B com.apple.vpn.managed B3 712580 (PayloadType) 1E¥5F
M. BT SMEERNEEABRMNILE ZIN, VPN BBAHETE X T A TE,

B &

UserDefinedName =G, VPNEERIER, 28 FEEE L,

OverridePrimary MRE. AT IEY VPN & OAROX AR BE. MRIZER
B, FTEMSGBEESET VPN Kk,

VPNType FRB, REBERAHF A TR VPNIEENRE,

CRIAB = A BeRyE: “L2TP”. “PPTP” =k “IPSec” , %
FIER L2TP.  PPTP # Cisco IPSec.

HEINE. 8 “pPP" A “IPSec” TEAMNA EFERIAHE, THEERIX AN
SRR, AREA T IXLEREE) VPNType (B

PPP A B4

LA 7T = AT PPP 2 AYHY VPN B U

e (El

AuthName FREE, VPN IKF AR, BT L2TP A PPTP,

AuthPassword FRER (k) , XY TokenCard AR A AT, AT L2TP
1 PPTP,

TokenCard mRE, ERFEASEFR (140 RSA SecurlD) #H1T7iE#R, A
F L21P,

CommRemoteAddress FFE, VPN RS/ P atskE MBFR, BT L2TP F
PPTP,

AuthEAPPlugins R, XE{E RSA SecurlD BV A 1778, TEXFIBR T, %%

PEE—NEKE, XNZBHMEEHEME "EAP-RSA” B FFF
g2, FF L2TP F1 PPTP,

AuthProtocol B, {XH{EFH RSA SecurlD B A 174, AEXMIERT, %%
HEE—IKEB, XN 4ERESHEE AP FFH, A
F L2TP F1 PPTP,

CCPMPPE40ENabled W/R1E, 1528 CCPEnabled FEMAA, T PPTP,
CCPMPPE128Enabled M/R1E, 1528 CCPEnabled TEAJIHER, AT PPTP,
CCPEnabled MRE. BRAMEERE, WER 55 CCPMPPE4OEnabled

B, WREXEINZERA: 40 R 1tk % F1 CCPMPPE128Enabled
NE, IRERHZRSNESH, WRREHAMNE. WEF—
CCPRENE. BT PPTP,
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IPSec a4
AR JTZ T IPSec 28RV AY VPN B &,

e (El

RemoteAddress FRE, VPN RS 2249 IP sk sk F M2 7R, F8T Cisco IPSec,

AuthenticationMethod FHRE, T2 “SharedSecret” FL2 “Certificate” , FiF L2TP
F0 Cisco IPSec,

XAuthName FrE, VPNIKFEAF &M, AT Cisco IPSec,

XAuthEnabled B, MR XAUTH ON M9 1 5 ZAR XAUTH 79 OFF M9
0, AT Cisco IPSec,

Localldentifier FREE, X Y AuthenticationMethod £ F SharedSecret A5 4

ShFE, ZEFERANERNNRR, MEFER RAINME" . N
FRERMIEA “[hybrid]” &, AT Cisco IPSec,

LocalldentifierType FIFR, XY AuthenticationMethod £ T SharedSecret B A
ST, %ER “KeylD" . AT L2TP H Cisco IPSec,

SharedSecret AR, b VPN Tk P AR Z 2 85, X 2 AuthenticationMethod
% T SharedSecret B 4 2 1F1E, AT L2TP M Cisco IPSec,

PayloadCertificateUUID FHE, IEPAIUUID, BFKFAEIF, XY
AuthenticationMethod & F Certificate B/ A4 277 #E. BT
Cisco IPSec,

PromptForVPNPIN mR{E, EENRERTEAPN, AT Csco IPSec,

Wi-Fi B3 A

Wi-Fi 5 2% 1 % 22 i com.apple.wifimanaged B & 2L & (PayloadType) E3E7F
B, 1ZEMRARZ 0 & PayloadVersion B, B 7T SMEAERNEEAERMIEEZ
N, BRBAHEEN T T8,

i {1

SSID_STR FFER, EEHMHWI-Fi LRI SSID, ItHRAMRE
<Apple80211/Apple80211APL.h> H F B 7y
APPLEBO211KEY_SSID_STR,

HIDDEN_NETWORK RME, R SSID Sh, REREM FERAMMELAFE B
KPR L, BOINERT . REEE & PIA M & =TT e
RSEH, BRIEERBMNG. GHFRLR
“HIDDEN_NETWORK " 2 “APPLE80211KEY_HIDDEN_NETWORK”
i —MrR1E,

Mi B ECEIA XIFIE



56

# £

EncryptionType FRFER, “EncryptionType” EYRJEEERZ “WEP™ . “WPA" 3%
“Any” o "WPA" XTI R WPA ATWPA2, RiAFIXPAAP INEE
A, BT ES WL R R e B2, MRS
WENMZREBERH, ELEFEENATREMNSRE
A, BEFERE Ay,

Password Fres (ANE) o OB EMKBOR NS E AR LR
MBIERP, ERBZMER, AP RESERREHRETD,

T 8021X 1L MLE, Wi EAPClientConfiguration 17142,

EAPClientConfiguration 7] #1

BR T AREINEZEE 2 51, A 8BS “EAPClientConfiguration” #2945 7E HYM4%
R — Nl PR S, LB AE <EAP8021X/EAPOLControlTypes.h> F S BR
KEAPOLControlEAPClientConfiguration. ZARFERIIE, EHENLZE SH AT #H
TAH,

i &

UserName FrrE (L) . BRIFEMBEBNAF SR, SNENE
BR2HIES ANBL B, FHITIAER, A/ A AR AL
E=8

AcceptEAPTypes BIEHRAE, AT EAP KB SHER:
13=TLS
17 = LEAP
21 =TTLS
25 = PEAP
43 = EAP-FAST

TLSTrustedCertificates WIREWA (k) , XRBWEEN. AT INER
IFREYIR, BMRBTEESEE cor BRAABRIE P,
LB ATLE R F T HIVE /& & T4 & MG R B 5I5R, F Bl
RERAFHFMIEENEMEBRE T,
MEET TULEYE, XET (GEBIE) 2WER. BRiE
TLSAllowTrustExceptions t0.#% 87E 7 8 "TRUE" (BSE T
Y)O
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i {1

TLSTrustedServerCommonNames T EREA (ATk) , XRAEBHEEZNWIRSS[IEDLER
BT R, RRSBNUEPTERINERFR, BET S
(=
£ 830 {F sk 5 TLSTrustedCertificates ‘A& FERMIER T, 1Z
BEMLEAF/NOHFTIRE. FT4AE O M (S EPLLr
. HEBEHEEMIED,
MEETE THEM, SIDET GEBXE) 2%EMH, BRIk
TLSAllowTrustExceptions 10.#% ¥§5F 7 18 “TRUE™ (EZH T
)

TLSAllowTrustExceptions MRE (Ak) . R/ ARTAFP ORI ETRE. o)
DEERUE BIH EER LI B 1E MRIZERN
“FALSE” BIF & B EE. MINEXN, 1525 X
TLSTrustedCertificates A TLSTrustedServerCommonNames.
B ZRIAE R “TRUE" | BrIERMA T TLSTrustedCertificates
8¢ TLSTrustedServerCommonNames (iX fd & )% T 2k IAE 2
“FALSE” ) ,

TTLSInnerAuthentication FRE (k) . X2 TTLS BRATERMMNIIANE, ZRIAE
= “MSCHAPV2" ,

AJEEHIMESR “PAP” . “CHAP” . “MSCHAP” 01 “MSCHAPV2” ,

Outerldentity FrE& (ATME) . HEERSTILS, PEAP F1 EAP-FAST #E5%,
XAFAFREM / T, ARHSSRERR2HIE
MZBEEREL, Flan, ©r A& EN “anonymous” |
“anon” 3 “anon@mycompany.net” .

AR & T2, ERREE A AR B EIAER

FEZR,
EAP-Fast 2 ¥
£ EAPClientConfiguration 1A/E2H1, EAP-FAST IR LA T /E 1.
B &
EAPFASTUsePAC mRE (k).
EAPFASTProvisionPAC mRE (Aldk) .

EAPFASTProvisionPACAnonymously #a/R{E (AJ1k) .

IXUEHESORR FRAZ XA Q05 EAPFASTUsePAC A “FALSE”, NI R&SEEHEMIA
MNE M, K, 2R EAPFASTProvisionPAC 3 “FALSE” , M RN&E E
EAPFASTProvisionPACAnonymously

NS EAPFASTUsePAC N “FALSE” . MIIAIEX ¥R 5 PEAP 3K TTLS T4 RS 22
FXEMERIEPRBIEE A&7,
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AN EAPFASTUsePAC 3 “TRUE™ . MIZEMIEH PAC (MIREFEMIE) .
BAl. k& LIRS PACHIME— AL 1T PAC #45  (PAC provisioning) o FLtt.
17 2 /3 A EAPFASTProvisionPAC, M HIARFEZMIE, LESH
EAPFASTProvisionPACAnonymously EAPFASTProvmonPACAnonymoust Bz 258
R BMERIEBRIANERS S BARBHAS B8 HEEH

IEH

R VPN BLE — 1, BEPIHEES Wi-Fi BEREEXBE e MEIe. & EIF
NBEZZ 2l FNE N, XEFEBRRBREE., EXBK—NFH, BB
“PayloadCertificateUUID ™ K ¥57E & BB R H1 2L UUID,

i &

PayloadCertificateUUID FHE, MEPERAFHMHUUD, BFHHEIL
KEIZE

RIPRENETE B — DR ia A,

i =l

PropNetProxiesHTTPEnable B, 1=REBEESR.
PropNetProxiesHTTPProxy FEE, RIEBERS MU,
PropNetProxiesHTTPPort B, REBKAS,
HTTPProxyUsername FrE (AE) ., BRER,
HTTPProxyPassword FRE (k) . BRAZE,
PropNetProxiesProxyAutoConfigEn %%y 1= BziREEEE.
able

PropNetProxiesProxyAutoConfigUR  F#F &, #5[A PAC X 14H#) URL, ECEESRMETFERE,
LString
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